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About This Guide

Document Purpose and | ntended Audience

This guide contains user instructions for administration and personnel tasked with
maintaining network services and resources using StormTracker Element
Management System, Version 2.3.

Document Summary

Section

Description

Chapter 1, Introduction

Provides an overview of the StormTracker EMS.

Chapter 2, Logon

Describes the logon process.

Chapter 3, Launch Console

Describes the functions of the Launch Console.

Chapter 4, Service Menu

Describes the functions of the Service menu.

Chapter 5, Assurance Menu

Describes the functions of the Assurance menu.

Chapter 6, Config Menu

Describes the functions of the Config menu.

Chapter 7, Device Menu

Describes the functions of the Device menu.

Chapter 8, Control Menu

Describes the functions of the Control menu.

Chapter 9, Importing and
Exporting

Shows how to use the Import and Export utilities to
copy files to and from StormTracker systems.

Index

Lists key terms, concepts, and sections in alphabetical
order.

A master glossary of terms and acronyms used in Paradyne documents is
available online at www.paradyne.com. Select Library — Technical Manuals -

Technical Glossary.

EMS-A2-GR20-00
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http://www.paradyne.com/technical_manuals/glossary.pdf

About This Guide

Product-Related Documents

Vi

Complete documentation for this product is available online at
www.paradyne.com. Select Library — Technical Manuals - StormTracker
Element Management Systems.

Document Number

Document Title

EMS-A2-GN10

StormTracker EMS 2.3 Installation Instructions

To order a paper copy of a Paradyne document:

®  Within the U.S.A,, call 1-800-PARADYNE (1-800-727-2396)

m  OQutside the U.S.A,, call 1-727-530-8623
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| ntroduction

Overview

StormTracker™ EMS 2.3 provides detailed management for the:
® BitStorm™ 1900 IP DSLAM
® BitStorm™ 2400 IP DSLAM

StormTracker EMS is a distributed application. The primary user interface runs on
the client side. The client processes can be started and stopped on demand.
Server processes must be manually started after installation, if they are stopped,
or if the computer hosting them is restarted.

StormTracker EM S 2.3 Applications

The following associated applications are required for full StormTracker EMS
functionality, and are launched before StormTracker EMS in the order below.

1. Application Server

The application server runs continuously in the background and provides
connectivity between all components.

2. Agent Mapper

This application is run whenever a Mediation Agent must be configured. It
provides the Mediation Agent with location information for an agent, as well as
the kinds of messages that the agent will be mediating.

3. Mediation Agent

This application runs continuously. It handles all communications between
StormTracker EMS and managed objects, receives and translates SNMP
traps, and converts traps into events.

FMS-A2-GR20-00 Tulv 2002 1-1



1. Introduction

Application Server

The StormTracker EMS Application Server runs in the background and enables
the system to process incoming events and communicate with managed objects
and network devices. Launch the Application Server by selecting the shortcut from
the Oware Management Center launch bar. If you try to run StormTracker EMS
without first starting the Application Server, a warning will appear and
StormTracker EMS will not launch.

NOTE:

If the server has been restarted, StormTracker EMS must be manually
reconnected to the application server. Select Connect to Application Server
from the Control menu.

npplicatiun SErver

Deleting FIP'ed files...
Download completed.

Dovnloaderlizard r»unning in silent mode... — END

Elastic.bs24 SHMPTrapRule —— BEGIHN

Processing BitStorm 1200 Traps for 172.30.5.181

Processing event type: 1.3.6.1.4.1.3855, Specific: @, iflndex: -1
Got either COLDSTART or WARMSTART trap... Resync shelf 172.38.5.161

Start Resync Rule for BitStorm Shelf
Start Time: B5-31-20082 18:-58:83

Synchronizing BitStorm Shelf

Dizcovering BitStorm Shelf

Dizcovering ports...

pDescription = BitStorm 168386, Slot 1. Unit B, HDLC Port @
gslot 1 for update: class Elastic.BitStormliB3B6
update: Port—1-1

pDezscription BitStorm 18386, S5lot 1, Unit 8, HDLC Port 1

Found port for uwupdate: Port—1.-2

pDescription = BitStorm 18386, Slot 1, Unit 8, HDLC Port 2

Found port for update: Port—1.3

Dezcription BitStorm 1W3BA6, Slot 1. Unit 1, HDLC Port A

Figure1l-1. Application Server

1-2 Tulv 2002 FMS-A2-GR20-00



1. Introduction

Mediation Agent

The Mediation Agent is a translation service that provides an interface to external
systems and devices. Default external protocols supported include:

m  General ASCII

m TL1

m  SNMP
m CORBA
m |CMP

The Mediation Agent contains Managed Beans (MBeans) that perform the
physical connections to a mediation target system or device. Examples include
communicating with a serial port device, a Telnet session, a TCP socket, and
external databases. The Agent executes dialogs with the mediation target (at the
instruction of the client application) to retrieve and/or send data with the
connection. Mediation can be accessed through a rule or from client code.

The Mediation Agent is essential for normal use; if one is not running,
administrative changes can still be made to the system, but no traps or other
communication will be processed by StormTracker EMS.

Launch the Mediation Agent from the Oware Management Center launch console.
This must be executed on the host that was specified in the Agent Mapper
application. If multiple Agents are specified, each agent must be started from its
own workstation. Mediation Agents will automatically find the Application Server
and can be started before or after the Application Server has been started. The
following figure illustrates an example of a Mediation Agent console.

[ IMediation Agent

MNOTE: Allowing Framework to initialize. Sleeping 3 seconds...

s STATE STATISTICS »omx
STATE: The adaptor RMI on port YAB8H iz ACTIUE
s STATE STATISTICS »omx

MBean Creation:
OUEnmpTrapAgentMBeanMO_HOST =172 _38_5_244, 1D1 =NOHE_ID2=HOME, Inst=1
OWCustomMBeanManagerMO _HOST=172 _380.5_244 _ ID1=HONE_ ID2=NONE.Inst=1
OUEnmpSunPool1MBeanMO_HOST=172 _38_5_244,_  ID1=NOHE_ID2=MOME, Inst=1
OUEnmpT rapForvardMBeanManagerMO _HOST=172 _.380.5_244_ID1=NONE,ID2=MONE. Inst=1

Figure1-2. Mediation Agent Console

FMS-A2-GR20-00 Tulv 2002 1-2



1. Introduction

The Mediation Agent only displays operational messages in the Mediation Agent
console of Windows 2000 (this dialog box does not appear in Solaris). During

normal operation, there is no need to view this output, as the Agent is intended to
run in the background.

Agent M apper

The Agent Mapper enables the Mediation Agent to handle SNMP requests, SNMP
traps, and ASCII grammars. When first installed, the Agent Mapper must be
configured with each location of a Mediation Agent. It can be accessed any time a
new Mediation Agent is required on a new computer, or the configuration of an

existing agent is changed.
The Agent Mapper must be run after installation to set up one Mediation Agent, as

at least one Agent is required for StormTracker EMS to communicate with a
network element.

Configuring Mediation Agents

P Procedure

To configure a mediation agent:

1. Select Agent Mapper from the Oware Management Center launch console.
The following screen appears:

O Oware Management Center

File \iew Senver Window Help
=
L S SN SN R HORRON (Rl
o |cascane| TIE START || sToP START | |REFRESH || MDExEr | |TRAPS| Tam
.;J asr;up z: [ oware Agent Mapper
Scheduler : Agent Host E -
: Add Agent Mapping Object
EOCCSecurity 172.30.5 244 il pping Ohj
@ =7 Manage i
= Rules
B8 Events

@ - Database
¥ BOM Browser
Log Viewer
< £ Mediation
H pgent Mapper
I ascuGuTalk |
& authentication | :
E MIB Browser |

Figure1-3. Agent Mapper
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1. Introduction

2. From the initial Agent Mapper screen, select Add Agent Mapping Object. The
following screen appears:

Add Agent Rec
Domain:
[Rremote Host: |3002kems |
Subnet Mask: |

Order: |1 |

[[1 ASCH Terminal Server [ | SHNMP [ | SHMP Trap Listener || SHMP Trap Forwarder [ | Custorn Mediation MBean

‘ 0K | Cancel

Figure1l-4. Add Agent Dialog

3. Enter the required information in this dialog and click OK to add the agent or
Cancel to cancel the operation. The fields in the Add Agent dialog are as

follows:
Field Description
Domain This read-only field reflects Oware’s distributed domain.

Remote Host | Type the hostname or IP address of the Server on which the
Mediation Agent will run. Localhost is not a valid value.

Subnet Mask | Type the appropriate Subnet Mask.

Order Type a number to specify the sequence of Mediation Agents. If
there will only be one, this number should be 1. If there are to be
multiple Agents that communicate with the same subnet, then this
number will determine which is the primary and which are the
backups.

4. Select the check boxes corresponding to the kinds of communications you
wish to process. The choices are:

— ASCII Terminal Server

— SNMP

— SNMP Trap Listener

— SNMP Trap Forwarder

— Custom Mediation MBean

If StormTracker EMS is managing SNMP devices exclusively, then only the
SNMP, SNMP Trap Listener, and SNMP Trap Forwarder options should be
selected.

5. Select OK to implement the agent and close the dialog box. If there is only one
Mediation Agent required, then exit the application. Otherwise, perform the
same steps for each Agent. Only one Agent is allowed on each host.

FMS-A2-GR20-00 Tulv 2002 1-5
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L ogon

Overview
The logon facility for StormTracker EMS enforces security at the client level. You
must have a valid user and password to log on to StormTracker EMS and make
use of its features.

L ogging On

To log on to StormTracker EMS, type a valid user name and password at the logon
prompt. When StormTracker EMS is installed, the default user name is adm n and
the default user password is st or nt r acker ens.

For best security, change the password the first time you use StormTracker EMS.
See Change Password in Chapter 8, Control Menu.

StormTracker EMS Logon X|

PARADYNE
StormTracker EMS 2.3

User Name:
|admin |

Password:
|1r1HHHHHHHHHHHHHr |

Logon Cancel

Figure2-1. StormTracker EM S Logon Prompt

FMS-A2-GR20-00 Tulv 2002 2-1



2. Logon

Disabled Accounts

If an incorrect password has been entered, the user will be prompted three times
before the system disables the account, displays a warning dialog, and shuts
down. The system will not allow a user with a disabled account to log on; a system
administrator must re-enable the account before the user is allowed to re-access
StormTracker EMS. Enabling user accounts is detailed in Manage Users in
Chapter 8, Control Menu.

L ogging Off

Occasionally, it is necessary for a user to log off without closing the application. By
doing so, the current user can log off and another user can log on using a separate
account. To log off, select Log Off from the Control menu. This option displays the
Logon dialog. To log off and exit the application, select Log Off and Exit from the
Control menu.

2-2 Tulv 2002 FMS-A2-GR20-0N



L aunch Console

Overview

StormTracker EMS functions are divided into logical groupings, represented by the
various icons on the Launch Console. Those functions are mentioned briefly here
and covered in detail in following chapters. All Launch Console menus are
accessed by clicking the appropriate icon or by entering the indicated command

mnemonic; for example, Alt-S for the Service menu.

StormTracker EMS Launch Console [admin]

Service

FMS-A2-GR20-00

Figure3-1. StormTracker EMS Launch Console.

The Service menu options are used to create and manage service orders,
applications, Service Level Agreements (SLAs), and contact information:

B SLA Templates

m Links (logical and physical)
B Services

m  Orders

m  Applications

m  SLA Reports

m  Directory Information

See Chapter 4, Service Menu, for information on the
Service menu options.

Julv 2002
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3. Launch Console

ASsurance

Config

3-2

The Assurance menu options are used to monitor and report network events,
perform remote monitoring, manage alarms, monitor performance, and generate

reports:

®m  Manage Alarm-Level Events

m Create Event Templates

m  Schedule Heartbeat Monitoring
®  Monitor Performance

m  Perform RMON monitoring

m  Generate Reports

See Chapter 5, Assurance Menu, for information on
the Assurance menu options.

?_i
s

Assurance

Alarm Window

Event Templates
Heartheat Schedule
Performance Monitor
RMON

Reports

The Config (Configuration) menu options launch several network management

functions for configuration managers such as a Managed Object Manager (MOM),

Data Collection scheduleer, Discovery Scheduler, Location Manager, Vendor

Manager, and Topology Viewer:

®m  Managed Object Manager (MOM)
m  Geographic Topology

m Data Collection Schedule

m  Device Discovery Wizard

(.8

Config

m Device Discovery Schedule

Managed Objects
Geographic Topology

m  Device Resync Schedule
m Class Manager

m Location Manager

Data Collection Schedule
Device Discovery Wizard
Device Discovery Schedule

m  Vendor Manager Device Besync Schedule
®  Multicast Class Manager
Locations
" VLAN Vendors
m  Priority Queue Multicast Settings
m  MAC Filter VLAN Settings
Priority Queue Settings
See Chapter 6, Config Menu, for information on MAC Filter Settings

the Config menu options.

Tulv 2002
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3. Launch Console

Device
The Device menu options provides means of interaction with network devices
using HTTP, Telnet, MIB loading/browsing capability, trap viewers, and firmware
downloading utilities:
m  HTTP Cut-thru
m  MIB Browser
m  MIB Event Parser
m Telnet Cut-thru Device
m  Trap Viewer HTTP Cut-thru
®  Downloader MIB Browser
MIB Event Parser
®  Downloader Schedule Telnet Cut-thru
Trap Viewer
See Chapter 7, Device Menu, for information on the
Device menu options. Downloader
Downloader Schedule
Control

The Control menu options are used to change passwords, log on/off, manage
users and groups, modify system settings, and connect to the application server:

m Change Passwords

m  Log Off/Exit

m  Manage Users/User Groups
m  Provision System Settings

m  Connect to Application Server

®m  Manage Rules/Alarms

See Chapter 8, Control Menu, for

information on the Control menu options.

FMS-A2-GR20-00 Jnlv 2002

L
I
o =

Control

Change Password
Log Off
Log Off and Exit

Manage Users
Manage User Groups
Swstem Settings

Connect to Application Server

Rule Manager
Alarm Manager ]

Help
About
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3. Launch Console
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Service Menu

Overview

StormTracker EMS’s Service Management framework gives you the tools to define
and create services and their components, including orders, subscriptions, and
service level agreements (SLAs). Menu options under the Service menu include:

m  SLA Templates

(See SLA Templates on page 4-2) Er—-,?l
m Links t‘a
(See Links on page 4-3)
Service
B Services —
(See Services on page 4-5) SLA Templates
m  Orders Links
(See Orders on page 4-9) Senvices
m  Application Orders
(See Application on page 4-10) Application
m  SLA Reports SLA Reports
m Directory LB ¢

(See Directory on page 4-14)

Service M anagement Components

The Service Management Framework consists of a number of discrete managers,
each of which performs a specific function. Most managers have a similar
interface; features common to all Managers are detailed in the sections that follow.

The Service menu lets you create and manage services, orders, applications,
service level templates, and contact information for individuals, groups, and
subscribers.

FMS-A2-GR20-00 Tulv 2002 4-1



4. Service Menu

SLA Templates

The first option in Service menu is SLA Templates. The SLA Template Manager is
used to create and edit service level agreement templates.

SLA Template Manager x|
SLA -

Hew

Fesidential

| »

Delete

Import

Export

Edit

Close

Help

Jl

PARADYNE

Figure4-1. SLA Template Manager

P Procedure

To create a new service using the SLA Template Manager:

1. Identify the class of service required. StormTracker EMS provides three
default services: Connection Service, Application Service, and a generic
Service. Select the appropriate service from the drop-down menu.

2. Click on New to display the template editor for the selected class of service.

3. Give the new service a name and description, and associate it with a contact,
if necessary.
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4. Add any required orders to the service, then create a Service Level
Agreement for the service.

The fields in the SLA Template Editor are as follows:

Field

Description

SLA Name

A unique name for the template.

Description

An optional description of the template.

Period

The violation period of the SLA, specified in Days, Hours, or
Minutes.

Availability

The required availability of the device or service to comply with
the Service Level Agreement.

5. Click on OK to save the new Template.

Links

The Links option is used to create and edit logical and physical links.

Link Manager x|
Link Type: | Link - New
A End Point:| 4 Delete
Z End Point:| 4
@ Equipment -~ UL
Export
Edit
Map
Alarms
Close
Help
PARADYNE
Figure4-2. Link Manager
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Using L ogical and Physical Links

The Link Manager displays a tree listing of all defined links. The listing can be
filtered by any combination of these fields:

B Link type — Select Link (displays all links), or select Physical or Logical from
the drop-down menu to restrict the display to the specified link type.

®m A End Point, Z End Point — These entries specify the head and the tail of the
list. Click on the command button (...) to display a list of links. Select the
appropriate link from this list and click on OK to set it as the A or Z end point.
The list is then filtered to display only links between these points.

P> Procedure

To create a new link or edit an existing link using the Link Manager:

1. Select a link from the list and click on Edit, or click New. These actions display
the Link Editor in a blank state (for a new link) or prefilled with the values of the
link being edited.

2. The Link Editor appears with the General tab active. Give the link a name and
set the A and Z End Points. Both end point fields feature a command
button (...), which can be used to select the appropriate end point from a list of
links.

3. Click on OK to create the link.

Importing and Exporting Links

Links can be imported and exported through StormTracker EMS’s Import and
Export utilities. Exported files can serve as backups, as seed files, and can be
imported by clients running on other servers. For more information, please see
Chapter 9, Importing and Exporting.
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Services

Service Manager

FMS-A2-GR20-00

StormTracker EMS’s Service Management Framework is a dynamic, highly
customizable environment designed to let you create the tool you require. The
exact nature of this tool will differ from one installation to the next, as will its
appearance and functionality. Because of this, we will present a generalized
outline of the Service Management framework.

Once the basic framework is in place, services can be created and managed. A
typical service creation scenario will run along these lines:

A subscriber must exist. Subscribers are created and modified through the
Subscriber Manager.

Typically, the subscriber is a member of a group. Groups are created and
modified through the Group Manager.

The subscriber can request a subscription to a specific service. Services are
created and modified through the Service Manager.

A service can require an Application. Applications are created through the
Application Manager.

Certain equipment may be associated with a service. This is done through the
Service Equipment Manager.

An order is created to fulfill the subscription, and a service is implemented
according to the terms of a Service Level Agreement (SLA). Orders are
orchestrated through the Order Manager. An individual Service Level
Agreement can be created at any time, through any of the managers; Service
Level Agreement Templates are created and modified through the SLA
Template Manager.

Services can be created “from scratch” or from predefined templates.

The following example illustrates the creation of a new service (not from a
template). The only required field is the Service Name.

P Procedure

To create a new service:

1. Select Services from the Service menu.

2. Select a service type from the Service Manager’s drop-down menu and click

on New (or press Alt-N) to create a new service. The types of service are
configurable; StormTracker EMS ships with Connection Service, Application
Service, and Service.
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Service Manager ﬂ
ConnectionService - New
Budget Mail - |
DEL-Residential Delete
POP3 mport

Export
Edit
Alarms
Close
Help

1]

PARADYNE

4-6

Figure4-3. Service Manager Dialog Box — Connection Service

The Service Editor, which displays when you elect to edit an existing service or
create a new one, is also configurable. Its display is dependent upon the type of
service selected. The next example represents a new Connection Service,
selected from the default Service Manager options.

Service Editor — Link Tab

Specify a link to associate a link with a service. Refer to Links on page 4-3.
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Service Editor — General Tab

The fields in the General tab let you name and describe the service. The fields in
this tab are as follows. Service and description names must be unique.

Field

Description

Service Name

The name of this service.

Description

An informative description of this service.

Service Hame:
Description:

Contact:

E%%Editing Budget Mail {REdEE“.SEI‘?iEE.EDI'II'IEEtiDI'ISE. i

Budget ail

L 4

Help

PARADYNE | ox |[ corcs

Figure4-4. Service Editor — General
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Service Editor — SLA Tab

The fields in the SLA tab let you define a Service Level Agreement Class for this
service, as well as invoke a Service Level Agreement template.

E%%Editing Budget Mail {REdEE“.EEI‘?iEE.EDI‘II‘IEEtiDI‘I:::.::: il
Lk | General | SLA |
SLA Class: | SLA -
SLA Template: | HOHE -

[General SLA Hame: Budget Mail

Description: |SLA for Budget Mail Service

Period: |2 Days -
Bvailability: 100 %

PARﬁDYN E 0K Cancel Help

Figure4-5. Service Editor —SLA

The fields in the SLA tab are as follows:

Field

Description

SLA Class

The class of this service. By default, either SLA or
SLAConnectionService.

SLA Template

The SLA Template, if any, associated with this service.

SLA Name

The name of this service. This name is contained within the service
and does not have to be unique. SLA Templates, however, exist
outside of a service and must be given a unique name.

Description

An optional description of the SLA.

Period

The violation period of the SLA, specified in Days, Hours, or Minutes.

Availability

The required availability of the device or service to comply with the
Service Level Agreement.

Once all the entries are made, click on OK to save the service.

4-8
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Orders

The Order Manager provides a convenient mechanism for specifying and tracking
services delivered to customers. Typically, an order is created after all the other
pieces of the system are in place. All orders are created in the Order Manager.

X]

Order Manager

Hew

Order -

123
Import

Export

Close

Help

e

{

PARADYNE

Figure4-6. Order Manager

P Procedure

To create or edit an order using the Order Manager:

1. Click on New (or press Alt-N) to create a new order; select an existing order
and click on Edit (or press Alt-E) to edit an order.

2. Give the order a unigue ID and, if needed, an indication of its status.

3. Click on the Services and Subscription tabs, as needed, to add services
and/or subscriptions to this order or to view any existing associations.

4. Click on OK to save the order and close the dialog, or Apply to save the order
and leave the dialog open. Click on Cancel to discard any changes.
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Application

4-10

The Application Manager lets you create, modify, and delete applications such as
E-mail, HTTP, TCP, or UDP.

Application Manager

Wal
WolP

Application -

e

Hew

Delete

Import

Export

Edit

Close

Help

Jl

PARADYNE

Figure4-7. Application Manager
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P Procedure

To create or edit applications using the Application Manager:

1. Click on the New button in the Application Manager to create a new
application, or, select an application from the list and click on Edit to open it for
modification. Either action displays the Application Editor.

E&fﬁ%ndding New {RedCell.Service.Application} x|

iﬁeneral |Default Ports |

Application Hame: [Application One
Protocol: (TCP -

PARﬁDYN E 0K Cancel Help

Figure4-8. Application Editor

2. Under the General tab, enter the following:

Field Description

Application Name | The name you wish to give this application.

Protocol The protocol this application will be using. The default
choices are TCP, UDP, and All.

3. Under the Default Ports tab, click on Add New Default Port to display the Port
Editor.

4. Type the number of the default port and click on OK. If more than one port is
needed, repeat this operation for each port.
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Service Equipment M anager

4-12

The Service Equipment Manager lets you specify the equipment associated with a
service order. The Service Equipment Manager is launched from the Add Service
Equipment button in the Application Equipment panel of the Service Editor; the tab
for this panel is visible when Application Service is selected as the type of service.

E&fﬁ%ndding Mew {RedCell.service.ApplicationSeryice) ﬂ

[Service Equipment |General |SLA |

.

|ngd Senice Equipmerrt|

Remove Service Equipment

Edit Service Equipment

1]

PARﬁDYN E 0K Cancel Help

Figure4-9. Service Editor
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Service Equipment Manager — General

The General panel lets you specify the equipment and application associated with
this service order.

E&fﬁ%ndding New (RedCell.Service.ServiceEquips ﬂ

rﬁeneral rPurts rUFlLs |

Equipment:| 4§ |BitStorm-1900-0172.30.1.27)

Application: | 4

PARﬁDYN E 0K Cancel Help

Figure4-10. Service Equipment Manager — General

The fields in the General panel are as follows:

Field Description

Equipment The IP address of the equipment associated with this service. Click
on the command button (...) if a Browser is needed to locate the
equipment.

Application The application associated with this service. Click on the command
button (...) if a Browser is needed to locate the application.

Service Equipment Manager — Ports

The Ports panel lets you specify the ports that are to be used with this equipment.
Add a port number to the list by clicking on Add Port and entering the port number
in the resulting dialog.

Check the Override Application Ports box to override the default ports specified in
the Application Manager.

Service Equipment Manager — URLS

The URLSs panel lets you specify the URL associated with the service equipment.
Add a new URL by clicking on Add URL and entering the URL in the resulting
dialog.
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Directory

Contact Manager

4-14

The Directory manager manages information related to contacts, groups, and
subscribers.

The Contact Manager lets you organize and manage each contact. By default, the
Contacts list includes all defined groups, subscribers, vendors, and system users.
To access the Contact Manager, select Contacts from the Service menu.

If a contact is deleted through another Manager (for example, a vendor through the
Vendor Manager) the relevant contacts must be deleted separately from the
Contact Manager.

The Contact Manager dialog initially displays all defined contacts. You can filter the
display by selecting one of the predefined filters from the drop-down menu at the
top of the dialog, or you can search for a customer by typing text directly into the
filter field. Searches are performed on Contact ID and Last Name, and are
case-sensitive; if “one” is entered into the filter field, for example, “Customer One”
will not be returned.

[x

Contact Manager

{All Contacts) - New

admin -~

clerk Delete
npfaratcur import
trainee

Export

m
=

a0

it
Alarms

Map

;

Close

PARADYNE

Figure4-11. Contact Manager
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P Procedure

To add or edit contacts using the Contact Manager:

1. Select New (or press Alt-N) to display the Contact Editor.

Egiadmin

Contact ID:
First Name:

admin|

System Middle Initial:

Last Hame: |[Administratar

Compamyg

Address:

Phone Humber: | Work

Pager Humber: | Work

Mohile Number: | Work

Fax Humber: | Work

E-mail: | Work

PARﬁDYNE OK || Cancel || Help

Figure4-12. Contact Editor

2. Enter information in the fields as follows:

Field Description

Contact ID A unique identifier for this contact.

First Name The first name of this contact.

Last Name The last name of this contact.

Address The address of this contact. Three lines are provided.

Phone Number

The drop-down menu associated with this field lets you define
three phone numbers for this contact: Work, Home, Other.

Pager Number

The drop-down menu associated with this field lets you define
three pager numbers for this contact: Work, Home, Other.

Mobile Number

The drop-down menu associated with this field lets you define
three mobile numbers for this contact: Work, Home, Other.

Fax Number

The drop-down menu associated with this field lets you define
three fax numbers for this contact: Work, Home, Other.
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Field Description

Email The drop-down menu associated with this field lets you define
four e-mail addresses for this contact: Work, Home, Pager,
Other.

3. If necessary, delete a contact by highlighting a contact and selecting Delete
(or press Alt-D).

NOTE:

The Contacts file can be exported and imported through StormTracker EMS’s
Import and Export utilities. Exported files can be used as backup files or seed
files or they can be imported by clients running on other servers.

Group Manager

The Group Manager provides a mechanism for the creation of logical groups. The
default Group Manager provides for two kinds of groups: generic groups and
Customers. As with most StormTracker EMS dialogs, more choices can be added
through customization.

P Procedure

To add a new group:

1. Select the group type from the drop-down menu and click on New (or press
Alt-N).

2. To edit an existing group, select the group type from the drop-down menu and
click on Edit (or press Alt-E). In both cases, the Group Editor appears. If you
are editing an existing group, some or all fields will have information.

Subscriber M anager

Subscribers are created and modified through the Subscriber Manager.

P Procedure

To add a new subscriber:
1. Click on New (or press Alt-N).

2. Enter subscriber information in the fields provided in the General tab, then
click on the Subscriber tab to add subscription.

3. To edit subscribers, select a subscriber and click on Edit (or press Alt-E) to edit
that subscriber. The General panel of the Subscriber Editor is identical to the
Contact Editor, with the exception of the name of the first field (Subscriber ID).
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Subscription Editor

FMS-A2-GR20-00

The other panels in the Subscriber Editor are as follows:

Panel

Description

IP Address

This panel, displayed when an IP Subscriber is being created or
edited, lets you associate an IP address, subnet mask, and
hardware (MAC) address with a subscriber.

Make any required entries or changes, and click on OK to
implement them, Cancel to discard them, or click on one of the
panel's other tabs to enter additional information.

Subscriptions

This panel displays a list of subscriptions, and
lets you add, remove, or edit subscriptions. The controls in this
panel are as follows:

m Add Subscription — Displays the Subscription Editor.
® Remove Subscription — Deletes the selected subscription.

m Edit Subscription — Displays the Subscription Editor,
prefilled with the information for the selected subscription.

When you have finished working with this panel, click on OK to
implement your changes, Cancel to discard them, or click on one
of the panel’s tabs to move to a different area.

The Subscription Editor, displayed whenever a new subscription is created or an
existing one is edited, lets you associate services and orders with a subscription.

The Subscription Editor has the following panels:

Panel Description
Services This panel lets you add, remove, and edit services.
Orders This panel lets you add, remove, and edit orders.
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Assurance Menu

.
o

Assurance

Alarm Window

Event Templates
Heartheat Schedule
Performance Monitor
BMON

Reports

Overview
StormTracker EMS’s Assurance menu options give you the following tools to
define and create alarm and monitoring services:
m  Alarm Window
(See Alarm Window on page 5-2)
m  Event Templates
(See Event Templates on page 5-13)
B Heartbeat Schedule
(See Heartbeat Schedule on page 5-18)
®  Performance Monitor
(See Performance Monitor on page 5-20)
® RMON
(not supported in this release)
m  Reports
(See Reports on page 5-24)
Assurance Components

Assurance features consist of a number of alarm, monitor, and report managers to
oversee your network operations.

The Assurance menu contains functions that monitor and report on network
events, perform remote monitoring, manage alarms, monitor performance, and
generate reports.

FMS-A2-GR20-00
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Alarm Window

The first option in the Assurance menu is Alarm Window. The Alarm Window is
used to display information about and allow acknowledgement of received
alarm-level events. Alarms displayed within the Alarm Window are color-coded
based upon their severity, and are displayed until cleared. To aid in
troubleshooting, alarms may be e-mailed from inside the Alarm Window.

To see more detailed information on a given alarm, double-click on the alarm, or
right-click and select Show Detail from the pop-up menu. Although the window is
listening for alarms by default, the user can quickly disconnect and reconnect by
clicking on the Network Connection button.

StormTracker EMS Alarm Window

: ~lofx|
roo ooz | (ONEN 00 o | NN =

Filter: ‘ <Al - |\ﬁew;| <Default> - |

DatelTime Source Severity Ack Time | Event Count

1

PAI%DYNE Save View || Views || Filters || Print H Close H Help ‘

Figure5-1. Alarm Window
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Alarm Operations

FMS-A2-GR20-00

Once an alarm has been received and displayed in StormTracker EMS Assure, a
number of options are available to the operator. These are all accessible through a
pop-up menu. To display this menu, select an alarm and right-click within that

alarm.

The options in the Alarm pop-up menu are as follows:

Option

Description

Show Detail...

Select this option to display detailed information about the selected
alarm.

Show Managed
Object...

Displays the Managed Object Manager’s General tab, with the
managed object associated with the selected alarm preloaded.

Geographic
Topology Map...

Displays the Geographic Topology Map, centered on the managed
object associated with the selected alarm.

Logical
Topology Map...

Opens the Logical Topology Map, which displays all icons logically
representing and defining the managed object, the number of
associated alarms, the physical location of the device, and the
administrator.

Monitor
Performance...

Opens the Performance Monitor window to display the performance
data, if any, for the managed object associated with the selected
alarm.

Telnet Cut thru

Opens a Telnet session to the device specified in the alarm.

HTTP Cut thru

Opens a browser window to the URL of the device specified in the
alarm.

Email

Sends the selected alarm, via e-mail, to the specified recipient. The
Properties file contains the name of the SMTP host through which
e-mail is routed, as well as the return address included with the
e-mail.

Acknowledge

Acknowledges the selected alarm. The current date and time are
displayed in the Ack Time field, and the name of the user currently
logged on is displayed in the Ack By field.

Unacknowledge

Once an alarm has been acknowledged, the Unacknowledge menu
option is displayed in place of the Acknowledge option. Selecting this
option removes the acknowledgement from the alarm, clearing the
entries in the Ack By and Ack Time fields.

Clear

Clears the selected alarm only. The name of the user currently logged
on is recorded, as well as the date and time. If the alarm has not been
acknowledged, it is automatically acknowledged before being
cleared.

Clear All Alarms

Clears all alarms. The name of the user currently logged on is
recorded, as well as the date and time. If any alarms have not been
acknowledged, they are automatically acknowledged before being
cleared.
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Alarm Severities

StormTracker EMS ships with the following alarm severity definitions:

Severity Definition

Critical A service-halting condition has occurred and immediate corrective
action is required.

Example: The managed object is totally out of service and its
capability must be restored.

Major A service-affecting condition has developed and corrective action is
required.

Example: There is a severe degradation in the capability of the
managed object and its full capability must be restored.

Minor A non-service-affecting fault condition exists and corrective action
should be taken in order to prevent a more serious (for example,
service-affecting) fault.

Example: The detected alarm condition is not currently degrading the
capacity of the managed object.

Warning The detection of a potential or impending service-affecting fault,
before any significant effects have been felt. Action should be taken to
further diagnose (if necessary) and correct the problem in order to
prevent it from becoming a more serious service-affecting fault.

Example: The detected alarm condition does not currently pose a
problem, but may degrade the capacity of the managed object if
corrective action is not taken.

Indeterminate The severity level cannot be determined.

Information General information about the condition of the overall system.
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Alarm Window Views
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The Alarm Window contains fields that enable the operator to quickly determine
the location, severity, and nature of an alarm. The Alarm Window display is fully
customizable; columns can be added, deleted, sorted, or reorganized as the user
sees fit. Once modifications have been made to an Alarm Window view, it can be
saved and accessed later.

Previously created views can be accessed from the View menu. StormTracker
EMS will remember the view used last, regardless of whether it was saved.

The following modifications can be made to customize alarm windows:

M odification Description

Inserting To insert a column, right-click on a column header, select Insert

Columns Column from the resulting drop-down menu, and select the desired
column from the submenu.

Removing To remove a column, right-click on the header of the column to be

Columns removed and select Remove Column from the resulting pop-up menu.

Moving Columns

Click on the heading of the column you wish to move and drag it to its
new position.

Resizing
Columns

Select the column margin and resize by dragging. The column will be
resized accordingly.

Column Sort
Direction

Right-click on the heading of the column you wish to sort and select
Sort Ascending or Sort Descending from the resulting pop-up menu.
The selected column is then resorted according to your selection.

Creating a View

A new view is created whenever you make changes to an existing
view. Once a view is arranged to your liking, you can preserve it by
saving the view.

Selecting a View

Select the desired view from the View drop-down box at the top of the
alarm window. The alarm window’s display will change to the selected
view.

Saving a View

To preserve the current arrangement of columns, click on Save View.
The Create New View dialog appears.

Tulv 2002 K-8



5. Assurance Menu

The fields in the Create New View dialog are as follows:

Fields Description

View Name Type a unique name for the view. If a view already exists with this
name, a warning dialog appears. If you save a view with the same
name as an existing view, the existing view will be overwritten.

Public? Specifies that the view can be used by anyone.

Group Owned? Specifies that the view can be used by anyone in the same group as
the view’s creator.

Owned? Specifies that the view can only be used by its creator. Click on Save
to save the view, or Cancel to cancel the operation.

Deleting a View | To delete a view, click on the Views button to display the Manage
Views dialog. All defined views are displayed in this dialog. To delete
one, select it from the list and click on Delete.

|x

Manage ¥iews

vie - New
Delete

Import

il

Export
Edit
Close

Help

it

il

PARADYNE
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Alarm Window Columns

Any or all of the following columns can be inserted into a view:

Column

Description

Icon

The icon column displays a graphic appropriate to the severity level.
While the alarm is unacknowledged, the icon blinks.

Managed Object

The name of the Managed Object sending the alarm.

Description A description of the alarm.

Date/Time The date and time an alarm was received. If more than one alarm has
been received, the time displayed reflects the most recent alarm.

Source The IP address of the object sending the alarm.

Severity Severity of alarm. Acceptable values are Critical, Major, Minor,
Warning, Indeterminate, and Information.

Ack By Displays the logon name of the User, if any, who acknowledged the
alarm. If new alarms have come in since the alarm was
acknowledged, an asterisk (*) is displayed after the user name.

Ack Time The date and time, if any, that the alarm was acknowledged.

Event count

Number of received alarms of the same type, both acknowledged and
unacknowledged.

Event name

The name of the event generating the alarm (linkDown, for example).

Type

The type of alarm (SNMP, for example).

Alarm Window Filters

FMS-A2-GR20-00

The Filter Manager lets you design a filter to limit the display of alarms in the Alarm
Window to those meeting certain criteria. Click on the Filters button to display this
dialog. Once filters have been created, they may be accessed from the Filter
drop-down box at the top of the Alarm Window.

The Filter Manager displays, by default, a list of all defined filters. You can also
select a group from the drop-down menu and restrict the display to Public filters,
Group filters, or Private filters.

P Procedure

To create or edit a filter:

1. Click on New in the Filter Manager.

2. Type the name of your new filter in the Filter Name field.

3. To edit an existing filter, simply select it from the list and change values as
necessary. Once you have made any changes, the Save button becomes

active.
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4. The Filter Manager dialog is divided into three tabbed panels: Dates, Event
Props, and Owner. Enter the appropriate information in each of these panels.
Once you have defined all the criteria for your filter, click on Save to save it or
Cancel to cancel the operation. Click on Close to close the Filter Manager.

Dates

This tab of the Filter Manager lets you define the start and end dates and/or times

for this filter.

Eg,andding New (RedCell.Assurance.Filter)

Start Date:
Start Time:
End Date:

End Time:

0711112002 ||
12:00 AM | -
07H 212002 “
12:00 AW | -

PARADYNE o || cmon || 1w

Figure5-2. Filter Manager — Dates

Field

Description

Start Date

Type, in month/day/year format, the starting date for this filter. Only
events occurring on or after this date will be displayed. You can also
click on the command button (...) to display an interactive calendar.

Select the appropriate year and month from the drop-down menus,
then click on the appropriate day. The selected date is entered into
the Start Date field.

Start Time

Type the start time for this filter, or select it from the drop-down menu.

End Date

Type the ending date for this filter, or select it from the interactive
calendar in the same manner as for the Start Date.

End Time

Type the ending time for this filter or select it from the drop-down
menu.

K-8
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Events

The Event Props tab lets you define the Event Properties that this particular filter
will monitor. The same applies to the other tabs where properties were set up in
the Service menu: Vendors, Locations, Severities, Managed Objects, Links,
Subscribers, Groups, and Contacts. You may choose any combination of Managed
Objects, Events, Severities, and Locations.

Build this portion of the filter by selecting the appropriate tab. The properties
associated with that tab appear in the Available column, on the left. To include any
of the available properties, click on it and click on the single right bracket (>). The
selected property moves into the Selected tab.

You can move all the properties into the Selected tab by clicking on the double
right bracket (>>). Conversely, you can remove selected properties singly (<) or all
at once (<<).

Owner

The Owner tab of the Filter Manager lets you set the availability of the filter. Select
the radio button appropriate to the availability you desire.

m  Public filters may be used by any user.

m  Group filters may be used by any user belonging to the same group as the
filter creator.

m Private filters (the default) may only be used by the filter creator.

Eggndding New {RedCell.Assurance.Filter) ﬂ

Mamme: [SmithC |

Managed Objects rSEnﬂce Affecting rSenﬂces rLinks rSuhscrihers rGruups rCGMacts |
Dates r Events |/ Vendors |/ Locations |/ Owner |/ Severities

® Public? ' Group? (' Private?

PARADYNE ok || cancat || tow |

Figure5-3. Filter Manager — Owner
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Status

The Status area of the Filter Manager, on the lower part of the screen, shows you
the current definition of the filter. The Status area indicates that the filter being
constructed will display alarms of any severity, from any location, generated by any
managed object, and is available to anyone. (This is the <All> filter.)

Selecting a Filter

Click the Filter drop-down box at the top of the alarm window and select the
desired filter. The alarms are then displayed again according to the criteria of the

selected filter.

Deleting a Filter

To delete a filter, select the Filters button at the bottom of the alarm window,
highlight the filter you wish to delete, and click on Delete.

Online Alarm Operations

Once an alarm is received and displayed in StormTracker EMS, several options
are accessible by right-clicking within that alarm.

Show Detail

Select this option to display detailed information about the selected alarm. The
Event Detail is divided into four tabs.

The tabs in the Event Detail window display the following:

Field

Description

Managed Object

The associated Managed Object; if the object is unknown, Not Found
will be displayed.

Description

Text description of alarm; defined in the relevant Event Template.

Date/Time

Date and time alarm was received.

Status

Current status of alarm; can be either Open or Closed.

Severity

Severity of alarm. The degrees of severity are: Critical, Major, Minor,
Warning, Indeterminate, and Information.

Ack By

User acknowledging alarm. If new alarms have come in since the
alarm was acknowledged, an asterisk (*) will be displayed after the
user name.

Ack Time

Date and time alarm was acknowledged.

Event Count

Number of identical events that have occurred. Events are considered
identical if they have the same Event ID / Type, Managed Object, and
Severity.

Eventinfo ID

Unique key describing the event; consists of the Managed Object and
a time field.

Event Name

Name of the event; defined in the relevant Event Template.

5-10

Tl 2002 FMS-A?2-GR20-NN




5. Assurance Menu

FMS-A2-GR20-00

Field Description

SNMP OID SNMP Object ID.

Type Event type, or protocol; defined in the relevant Event Template. The
choices are: SNMP, Other, ASCII, and TL1.

SNMP Amount of time, in seconds, elapsed since the object was last

SysUpTime rebooted.

SNMP Version

Version number, either SNMP v1 or v2c.

Source IP of object sending the alarm.
Clear By User clearing alarm.
Clear Time Date and time alarm was cleared.

SNMP SysObjID

Identifier used for SNMP v1 traps.

Event

Trap value.

Icon

Graphic image.

Variable Binding
List

Displays a list of the variable bindings for the selected alarm.

Advisor

Provides a description of the alarm, such as Thi s devi ce has
received a protocol nmessage that was not properly
aut hori zed. The nessage has been di scarded. These
messages derive from the relevant trap MIB. When an alarm level
event occurs, these messages are displayed in the Advisor tab of the
Event Detail. In addition, the message is set as the default for any
e-mails sent.

Notes

Provides an area for the operator to provide information concerning
the selected alarm. The note is stored with the alarm.

Show Managed Object

Displays the Managed Object Manager's General tab, with the managed object
associated with the selected alarm preloaded.

Geographic Topology Map

Displays the Geographic Topology Map, centered on the managed object

associated with the selected alarm.

Logical Topology Map

Opens the Logical Topology Map, which displays all icons logically representing
and defining the managed object, the number of associated alarms, the physical
location of the device, and the administrator.

Telnet Cut-thru

Opens a Telnet session to the device specified in the alarm.
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HTTP Cut-thru

Opens a browser window to the URL of the device specified in the alarm.

Email

Sends the selected alarm, via e-mail, to the specified recipient.

Send mail to: |

| OK || Cancel

Figure5-4. Email Alarm

The Properties file contains the name of the SMTP host through which e-mail is
routed, as well as the return address included with the e-mail.

Acknowledge

Acknowledges the selected alarm. The current date and time are displayed in the
Ack Time field, and the name of the user currently logged on is displayed in the
Ack By field.

m  Unacknowledge — Once an alarm has been acknowledged, the
Unacknowledge menu option is displayed in place of the Acknowledge option.
Selecting this option removes the acknowledgement from the alarm, clearing
the entries in the Ack By and Ack Time fields.

Clear

Clears the selected alarm only. The name of the user currently logged on is
recorded, as well as the date and time. If the alarm has not been acknowledged, it
is automatically acknowledged before being cleared.

Clear All Alarms

Clears all alarms. The name of the user currently logged on is recorded, as well as
the date and time. If any alarms have not been acknowledged, they are
automatically acknowledged before being cleared.

Monitor Performance

Opens the Performance Monitor window to display the performance data, if any, for
the managed object associated with the selected alarm.
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Disconnecting and Reconnecting the Alarm Window

The Network Connection button at the top right-hand side of the Alarm window lets
you disconnect and reconnect StormTracker EMS from the mediation agent. The
Network Connection button indicates the current state of connection.

StormTracker EMS continues to process alarms while it is disconnected from the
mediation agent, but they are no longer displayed. Once StormTracker EMS is
reconnected, all alarms that occurred during disconnection are displayed.

Event Templates

StormTracker EMS’s Event Templates determine whether, when, and how events
are turned into alarms. A default set of Event Templates is provided with
StormTracker EMS; these can be modified to better suit your own requirements or
can be augmented with new ones.

Event Templates are created, modified, and deleted through the Event Template
Manager. To display the Event Template Manager, select Event Templates from
the Assurance menu.

,}4" Select Event
(Al Event Templates) hd

authFailed (Generic)
coldStart (Generic)
ec1Alarm
egphleighborloss (Generic)
agptalarm

linkDrowwen {(Generic)

.

Cancel

Hew

linklJp (Generic) Import
IDgIC.JEer.r Export
MEpingalive [
HEpingTimedOut

ol 2Alarm

oc3Alarm Help

1]

SMMPDiscovery

Figure5-5. Event Template Manager

Event Template Organization

FMS-A2-GR20-00

Event Templates are organized according to the general source of the event:
ASCII, RMON Notification, SNMP Enterprise Trap, SNMP MIB-II Trap, SNMP
Notification, TL1, and Other. You can view all event templates (the default), or you
can select a category from the drop-down menu and view, for example, only TL1
event templates.
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P Procedure

1. To edit an existing template, select it from the list of templates and click on
Edit. The Event Template Editor displays with the selected template loaded.

The Event Template Editor is divided into five tabbed sections: Information,
Behavior, Advisor, Email, and Icon. Each section is explained, in turn, in the
sections that follow.

Information Tab

The Information tab contains entries that let you name and describe the event
associated with the template, and the event category covered by the template.

The fields in the Information tab are as follows:

Field

Description

Event Name

Name of the Event.

Description Short description of the Event.

Event Type Classification of event; displayed as a drop-down box. Possible
values are: Other, ASCIl, RMON Notification, SNMP Enterprise Trap,
SNMP MIB-II Trap, SNMP Notification, and TL1.

SysObjectID (SNMP Enterprise Traps only.) The SysObjectID associated with the

event.

Event Identifier

For SNMP, the trap value; for ASCII or TL1, a specified Identifier.

Service
Affecting

Select this checkbox if the associated event affects service to this
managed object.

Behavior Tab

The Behavior tab lets you specify how an event is handled and categorized, and
what action is taken.

The options in the Behavior tab are as follows:

Options

Description

Log Event

Select this option to specify that all incoming events be written to a
log file. Log file settings are specified in System Settings.

Generate Alarm

Select this option to generate an alarm (the default) when an event of
this type is received. If this option is not selected, the event is still
available for logging.

Alert Severity

This drop-down menu lets you specify a severity (Information,
Indeterminate, Warning, Minor, Major, or Critical) to the event.
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Options

Description

Apply
Correlation

Select this option to enable simple correlation. When correlation is
applied, StormTracker EMS will clear an initial event when a
correlated event subsequently occurs. For example, if a linkDown
event is subsequently followed by a linkUp event, the linkDown event
is automatically cleared.

Event (...)

Click on the Event command button (...) to display the Select Event
dialog. This event is the correlated event to be used when Apply
Correlation is selected.

Apply Threshold

Select this option to put thresholding into effect. The threshold is the
number of events that must be received before an alarm is raised.

Threshold Count

If Apply Threshold has been selected, this field lets you specify the
number of events that must be received before an alarm is raised.

Threshold
Window Minutes

This field is used in conjunction with the Threshold Count field when
Apply Threshold has been selected. It specifies, in minutes, the
period of time within which the specified number of events must be
received.

Seconds

The value specified here is added to Threshold Window Minutes to
precisely define the period of time within which the specified number
of events must be received.

Forward Event

Select this option to specify that the event be forwarded to the
specified host, using the default or specified community and port
settings.

m Community — If Forward Event has been selected, this entry
defines the Community: Public, Group, or Private. This entry
defaults to Public.

m Forward Host — If Forward Event has been selected, this entry
specifies the IP address of the host to which the event is
forwarded.

m Port — If Forward Event has been selected, this entry specifies the
port to which the event will be forwarded. The default is port 162,
the SNMP port.

CAUTION: Contact Administrator prior to changing this setting.

Advisor Tab

The Advisor tab provides an explanation for the event and may propose a remedy.
This message originates with the trap’s MIB.

The text in this tab can be edited. Make any appropriate changes and click on OK
to save them or Cancel to cancel the operation. Advisor text appears within the
detailed alarm view in the Alarm window, and is the default text for any e-mails

sent.

FMS-A2-GR20-00
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Email Tab

The Email tab lets you define a subject and message for an email message to be
associated with an event. If the Automatically Send Email option in the Behavior
tab is selected, this email is sent automatically any time the associated event is
received.

Note that although additional e-mail addresses can be defined, the Work address
is used.

The fields in the Email tab are as follows:

Field Description

Automatically Select this option to send e-mail to the user(s) defined in the Email
Send Email tab whenever this event is received.

Email Subject This field is initially set to the Event Description, as defined in the

Information tab. Edit it as appropriate.

Email Message | This field is initially set to the text defined in the Advisor tab. Edit it as
appropriate.

Recipients Click on this button to display the Automatic Email Recipients dialog,
shown in the next illustration. This dialog displays all defined
StormTracker EMS users; select one or more users from the Available
list and click on the right (>) bracket to move them into the Selected
list or click on the double-right (>>) bracket to move all the users into
the Selected list. Remove users from the Selected list by selecting
them and clicking on the left (<) bracket.

Once you have selected the desired recipients, click on OK to implement your
choices or click on Cancel to cancel the operation.

Icon Tab

The Icon tab lets you associate an icon with the event. Select an icon from the list,
based on the severity you want to associate with the selected event, and click on
OK. Select (None) to display no icon.
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Rules Tab

This tab includes rules that are predefined within the software and configured in
the Rules Manager feature of the Control menu.

P> Procedure

To add a new event using Event Templates:

1. Click on New (or press Alt-N) to display the Adding New Event Template
dialog. This dialog is identical to the Event Template Editor.

2. Fill out the tabs in this dialog as appropriate, and click on OK to store the new
template or Cancel to cancel the operation.

To delete an event template:
1. Highlight the Event Template to be deleted and select Delete (or press Alt-D).

2. StormTracker EMS prompts you to confirm the deletion.

Importing and Exporting Event Templates

Event Templates can be imported and exported through StormTracker EMS’s
Import and Export utilities. Exported files can serve as backups or as seed files,
and can be imported by clients running on other servers. For more information,
please see Chapter 9, Importing and Exporting.
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Heartbeat Schedule
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The Heartbeat Scheduler is used to schedule and perform an echo on predefined
Managed Objects. To access the Heartbeat Scheduler, select Heartbeat Schedule
from the Assurance menu.

H

Heartbeat Scheduler

AAE3-Cahle-Maodem {and 2 others) 1:00 A ]
Router! (and 1 others) 1:00 A

HNew
Delete
Parameters
Schedule
Execute

Close

Help

o
| Boremeters |
RS
T
T
oy

Figure5-6. Heartbeat Scheduler

By default, the echo is executed daily, at 1:00 AM local time. The default time and
frequency can be altered, and the event can be executed immediately through the
Heartbeat Scheduler. An alarm is triggered if a device does not respond to the
echo.

P Procedure

To create a Heartbeat process using Heartbeat Scheduler:
1. Execute a defined Heartbeat by selecting it and clicking on Execute.

2. Launch the Heartbeat Scheduler and click on New (or press Alt-N) to display
the Scheduled Event dialog.

3. Select one or more Managed Objects from the list. Echoes are performed on
devices in the order in which they appear on this list. To alter its position in the
schedule, select a device and click on Move Up or Move Down.

4. If you need to add Managed Objects to this list, click on Add. The Select
Managed Object dialog appears.

5. Remove Managed Objects from the list by selecting them and clicking on
Remove.

6. Select one item from the list (only one can be selected at a time) and click on
OK to add it to the schedule.

7. Execute a scheduled heartbeat by selecting it from the list and clicking on
Execute (or press Alt-X).

8. Delete a scheduled heartbeat by selecting it from the list and clicking on
Delete (or press Alt-D).
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Modifying the Parameters of a Heartbeat Process

The Scheduled Event dialog box lets you alter information regarding scheduled
Heartbeat processes. Double-click on the Heartbeat process to be modified, or
highlight the process and click on Parameters (or press Alt-P) to display the
Scheduled Event dialog.

Within the dialog, you can add or change the scheduled event position as well as
remove a scheduled event.

Scheduling a Heartbeat Process

Highlight the process to be edited, and select Schedule (or press Alt-S). The
Heartbeat Scheduler dialog appears.

Heartbeat Scheduler

AAE3-Cahle-Maodem {and 2 others) 1:00 A ]
Router! (and 1 others) 1:00 A
Delete

Parameters
Schedule
Execute

Close

Help

_ Dolete |
_ Darameters |
__ Schedue |
_ Exoowe |
_ Chss |
_ tem |

Figure5-7. Heartbeat Scheduler

Define or alter the schedule for the selected item by making the appropriate
entries in this dialog. The fields are as follows:

Field Description
Active Select this option to activate this schedule.
Start Time Specify a start time for this process by selecting one of the twenty-four

hourly options from the drop-down menu.

Interval Specifies the interval between executions of this process.
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Performance M onitor

The StormTracker EMS Performance Monitor provides real-time monitoring of
selected Managed Objects associated with the BitStorm 2400 via SNMP MIB-II.

m Performance Monitor !E[

Managed Object: |BitStorm 2400 Stack-(172.30.24 102

System Up Time

Systemn Mame

IP Packets Received

23 hours, 35 mins, 48 secs

sample syshame factory default

3,194 packets

IP Reception Errors: 174 errors

r

5%

IP Packets Transmitted

-

Pause H Refresh H Options || Close H Help

-

Figure5-8. Performance Monitor

You can access the monitor by:

m  From the Assurance menu, selecting Performance Monitor.

m  Through the Managed Object Manager, by selecting Performance.

m  From the Alarm Window, by selecting Monitor Performance from a highlighted

event.

The polling rate for the device can also be changed; the default is 15 seconds.

NOTE:

Performance Monitor only operates with the BitStorm 2400.

5-20
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Selecting a Managed Object to Monitor

Type the name of the device to be monitored in the Managed Object field at the top
of the Performance Monitor or click on the command button (...) to display a
Browser from which one can be located.

If the device you have chosen has not had its performance information defined, the
error message There is no perfornmance data defined for this
cl ass of equi pnent will appear.

The following data is monitored:

Data

Description

System Up Time

Displayed in days, hours, minutes, seconds.

System Name

User defined.

IP Packets Received

In packets.

IP Reception Errors

Displayed as a bar graph.

IP Packets Transmitted

In packets.

IP Transmission Errors

Displayed as a bar graph.

IP Forwarding Rate

Displayed as a bar graph.

ICMP Packets Received

In messages.

ICMP Reception Errors

Displayed as a bar graph.

ICMP Packets Transmitted

In messages.

ICMP Transmission Errors

Displayed as a bar graph.

UDP Packets Received

In datagrams.

UDP Reception Errors

Displayed as a bar graph.

Interface Name

Must be specified through the Options dialog box.

Bytes Received

Interface must be selected; displays in packets.

Reception Errors

Interface must be selected; displayed as a bar graph.

Bytes Transmitted

Interface must be selected.

Transmission Errors

Interface must be selected; displayed as a bar graph.

Bandwidth Utilization

Interface must be selected; displayed as a bar graph.

Additional Information

In some cases, more information is available than is displayed. Those fields for
which this is true contain an information button. Click on this button to display a
dialog with the additional information.
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Per for mance Monitor Options

The Performance Monitor Options dialog has two modes of display. If a Monitored
Object has been specified and is being monitored, the Performance Monitor
appears with two tabs: General and SNMP MIB-II. If no device is being monitored,
only the General settings are available.

General Tab

The settings on the General tab control general monitor functions.

mPerﬁerance Monitor Options E

[General [ SNMP MIB-I |

Refresh Rate:

Humber of Columns:

15 Seconds -
1
[_| Remember Last Managed Object?

PMY N E OK Cancel Help

Figure5-9. Performance Monitor Options— General Tab

The fields in the General tab are as follows:

Field

Description

Refresh Rate

This is the rate at which the monitor refreshes.

Number of Columns

This setting specifies the number of data columns in the
monitor; the default is 1.

Remember Last
Managed Object?

Select this option to specify that the Performance Monitor loads
the last Managed Object, if any, when it is launched.

K-22
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SNMP MIB-Il Tab

The fields in the SNMP MIB-II tab control functions specific to the SNMP MIB-II
interface.

mPerﬁerancE Monitor Options E

(General | SNMP MIB-1I |

Interface to I'u'Iuni...| feil (iso88023-csmacd) -

[_] Monitor relative change onhy?

PAR?&DYN E ok || cancel || Help

Figure5-10. Performance Monitor Options— SNMP MIB-II Tab

Field Description

Interface to Monitor This option, selected from a drop-down menu, determines
which available SNMP MIB-II interface on the selected
Managed Object is monitored.

Monitor relative This option, when selected, specifies that changes in monitored
change only? values are tracked between readings. Otherwise, changes are
tracked from the initial reading.

Pausing the Performance M onitor

From the Performance Monitor screen, select Pause to pause the Performance
Monitor. The monitor will temporarily stop polling for information.

Manually Refreshing the Perfor mance Monitor

From the Performance Monitor screen, select Refresh to manually refresh the
Performance Monitor.

RMON

This feature is not supported in this release of the StormTracker EMS.
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Reports

Designing Reports

L ogical Operators

K-24

The Report Manager can generate reports regarding all data managed by
StormTracker EMS, including incoming events, existing customers, contacts, and
managed objects. Once reports have been created, they can be saved for later
reference and shared among all users or members of a particular group. In
addition, the Report Manager allows you to export reports to a text file, create
colorful graphs and charts, and print the results.

To create a report, select Reports from the Assurance menu; the Report Manager
appears.

The Report Manager is split into several tabs, each allowing specialization of one
aspect of the report. To use an item on a given tab, check the box next to the item
(Severity, Event Type, Ack By, and so on), type the desired value in the box, and
check the Use This Page box at the bottom of the tab. To design a report with
multiple items, check the box next to the first item, select a logical operator, and
check the box next to the next item desired. Iltems on multiple tabs can be utilized
in a single report; merely check the Use This Page box at the bottom of each tab
containing an item being used.

Selectable items have two radio buttons associated with them: AND and OR.
These logical operators determine which items appear in a report.

m  AND - Select this radio button to specify that this item must be present in
order to generate a report entry. For example, if you specify AND for both the
Event Type and Cleared By items, a report entry will be generated only if an
event of the type specified has occurred and has been cleared by the specified
user.

B OR - Select this radio button to specify that only one of the specified items
must be present in order to generate an entry. For example, if you specify OR
for the Event Type, Cleared By, and Ack By items, a report entry will be
generated for an event of the specified type, or an event cleared by the
indicated user, or an event acknowledged by the indicated user.

Wildcard characters are also supported in Report Manager; if you would like to
select all elements of a designated item, type an asterisk (*). Using the wildcard, a
report can return multiple responses from a single command. For example, you
enter a* in the Ack By field of the Events tab, all events with acknowledging users
beginning with ‘a’ would be selected. Note, however, that the searches are
case-sensitive; users beginning with ‘A’ would not be selected with the query.
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Report Manager — Events Tab

The Events tab lets you use field values and boolean logic to specify the
information that appears in a report.

The fields in the Report Manager Event Tab are as follows:

Field Description

Severity The severity of event.

Event Type Event type, or protocol; defined in the Event Template Manager.
Ack By User who acknowledged the alarm in the Alarm Window.
Cleared By User who cleared the alarm in the Alarm Window.

Occurrence Date

Date the event occurred; selected with the Date Range button.

Use This Page

Design a report using data on this page.

Report Manager — Devices Tab

Using the Devices tab, the user can design a report on defined Managed Objects,
and, in conjunction with the Events tab, on correlated devices and events.

The fields in the Report Manager Devices tab are as follows:

Field Description

Device ID The unigue name of the managed object, as defined in the Managed
Object Manager.

IP Address The IP address of the device, as defined in the Managed Object
Manager.

Device Type Type of managed object, as defined in the Managed Object Manager.

Possible entries include ATM, Bridge, Cable Modem, Card, DCS,
Discovered Entities, Frame Relay, Interface, Mux, Port, Router,
Server, SONETMux, Switch, and Workstation.

Device Location

Location of device, as defined in the Managed Object Manager.
Locations must be defined in order to be valid entries.

Use This Page

Use the data on this page when generating a report.
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Report Manager — Customers Tab

The Customers tab allows reporting on various aspects of customers, including
name, account number, and customer contact phone numbers.

The fields in the Report Manager Customer tab are as follows:

Field Description

Customer Name | ID of the Customer firm; defined in the Customer Manager.

Acct Number Internal account number of the customer; defined in the Customer
Manager.

Phone Number Phone numbers for the Customer Contact; defined in the Contact
Manager.

Use This Page Design a report using data on this page.

Report Manager — Options Tab

The Options tab allows reports to be assigned to a particular set of users.

The buttons in this Options tab let you specify who can view the report:

Button Description

Public Makes reports available to all network users based on defined
customers.

Group Owned Makes reports available to users in a specific group.

Owned Makes report available only to the owner, typically the report’s
creator.

Creating a New Report

Click on New and type in the name of the new report, then design the report and
click on Save when finished. The newly designed report will be saved to the
database. Once saved, the report can be retrieved from the Report drop-down list
at the top of the Report Manager.

Running a Report

Design a new report, or select an existing report from the Report drop-down list at
the top of the Report Manager, and click on Run to generate the report.

For more information on report design, refer to Designing Reports on page 5-24.
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Loading or Altering an Existing Report

Select the previously saved report from the Report drop-down list at the top of the
Report Manager. Make changes as desired and click on Save, if necessary.

Once loaded, the report values will automatically be populated in the various tabs.
The loaded report can be modified and saved if any changes have been made.

Deleting an Existing Report

Exporting a Report

Select an existing report from the Report drop-down list at the top of the Report
Manager, and click on Delete.

The specified report will be deleted; a dialog will prompt you before deletion.

Design a new report, or select an existing report from the Report drop-down list at
the top of the Report Manager, and click on Export. At the Export Report prompt,
type the report filename and browse to the desired export location.

The report is exported to the specified location using the supplied filename.
Reports are exported using the settings entered in the Preferences dialog box,
including field and string delimiters.

Changing the Report Display —Working With Columns

FMS-A2-GR20-00

Once a report has been run, the display of the results can be altered by moving,
sorting, resizing, or deleting selected columns. After modifying the display, the
report can then be saved. When the report is reloaded and executed, the altered
display will be loaded.

Deleting a Column from a Report

From an existing report, highlight a cell in the column you wish deleted. Right click
and select Delete Column. The column will be deleted from the report. In case of
an error, StormTracker EMS will remember the column that has been deleted, and
it can be re-added to the display.

Adding a Deleted Column to a Report

From an existing report with a deleted column(s), highlight a cell in the report, right
click, and select Add Column. Select the columns to restore from the displayed list.
The column will be added before the column of the highlighted cell.

Moving Columns

Click on the column heading of the column you need to move and drag it to its new
position.
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Printing Reports

K-28

Resizing Columns

Drag the border of a column to the right or left to resize it. Note, however, that
resizing a column is not permanent. The columns will revert to their default sizes
when the report is reloaded.

Sorting by Column Value

Double-click on the column heading of the column you want to sort. The report will
be sorted according to the contents of that column.

After designing and running your report, StormTracker EMS lets you print the
information. In addition, the printout may be fully customized — from page
orientation and size, to report-specific headers and footers. Headers and footers
are modified within the Preferences dialog box; all other aspects of page
formatting are handled in the Page Setup section of the Print menu.

Printing a Report

From a report, click on Print... and select Print from the resulting menu. The report
is printed, using the settings set in Page Setup and Report.

Page Setup

From a report, click on Print... and select Page Setup from the resulting menu.
This displays an operating system-specific Page Setup dialog through which you
can set margins and specify a printer, as well as set paper size, source, and
orientation.

Print Preview

From a report, click on Print... and select Print Preview from the resulting menu.
StormTracker EMS’s Print Preview lets the user see precisely how a report will
look before printing, including margins and headers and footers. From the Print
Preview window, the user can zoom in to examine the report in greater detail.
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Creating Charts

After a report has been designed and run, you can create bar and pie charts from
the results. Pie and simple bar charts can be created on a specified column within
the report, and once created can be printed. In addition to these options, a
complex bar chart can be created that plots the specified column against another
column within the report.

Additional chart preferences, including 3-D effects and data labeling, can be found
in the Report Preferences dialog.

Creating a Pie Chart

From an existing report, highlight a cell in the report, right-click, and select Create
Pie Chart.

A chart is automatically generated from the values in the given column. If you wish
to print the chart, click on Print from the chart dialog box.

To display additional information about the chart, including the percentage and title
of each piece (data labels), move the mouse pointer over the specific chart area.

Creating a Simple Bar Chart

From an existing report, highlight a cell in the report, right-click, and select Create
Bar Chart.

A chart will be automatically generated from the values in the given column. If you
wish to print the chart, click on Print from the chart dialog box.

To display additional information about the chart, including the percentage and title
of each bar (data labels), move the mouse pointer over the specific chart area.

Creating a Complex Bar Chart

From an existing report, right-click on a cell and select Create Complex Bar Chart
from the resulting menu. This will display a dialog box that lets you select the
column to be used for the Y-axis (the highlighted column is used for the X-axis).
Select the desired column and click on OK.

A chart is automatically generated from the values in the given columns. If you
wish to print the chart, click on Print from the chart dialog box. By default, data
labels (the values of given bars) are displayed; this can be changed in the
Preferences dialog box.
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Report Preferences

5-20

£ Semicolon

) Space

i Other: D

dialog box.
[[Export | Charts |Printing |
rField Delimiter—, ring Delimiter
@ Tab % DoubleQuote
 Comma ) SingleQuote

) <Mones>

PARADYNE [ o« | cancer |[ v |

Figure5-11.

Report Preferences Window

Tulv 2002

The Report Preferences dialog lets you specify preferences for different actions
available within the Report Manager. Changes to the way StormTracker EMS
formats text for export, creates charts, and prints reports can be made through this
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Export Tab

The Export tab lets you set the delimiters used by Report text files. Delimiters
separate values from one another; the default values are tab (field) and double
quotes (string). The options are as follows:

Option

Description

Field Delimiter

Used to delimit fields within exported files; select from the following
radio buttons:

m Tab (default)
m Comma
® Semicolon

B Space

Other (user defined)
m StormTracker EMS Reports

String Delimiter

Used to delimit strings within exported files; select one delimiter from
the following radio buttons:

® Double Quotes (default)
m Single Quotes

m No string delimiter

Chart Tab

This tab lets you specify the effects used to create charts. The options are as

follows:

Option

Description

3D Effect

Selected by default; if not selected, the chart is 2-D.

Data Labels

Data labels appear in pie and simple bar charts upon moving the
mouse pointer over the chart, and consist of the name and
percentage of the graph. In complex bar charts, the data labels are
always visible and are the values of each bar. By default, this option is
selected.

Printing Tab

The Printing tab lets you set headers and footers for printed reports. Note that the
footer of a printed report always displays Page x of y inthe left margin and the
time and date in the right margin; any additional footer added here is displayed
above the default footer. Both headers and footers may be located in the left
margin, right margin, or center of the page.

FMS-A2-GR20-00
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Config Menu

Overview

StormTracker EMS’s Config menu options give you the following tools to define
and create several configuration managers:

FMS-A2-GR20-00

Managed Objects
(See Managed Objects on page 6-3)

Geographic Topology
(See Geographic Topology on page 6-38)

Data Collection Schedule
(See Data Collection Schedule on page 6-45)

Device Discovery Wizard
(See Device Discovery Wizard on page 6-48)

Device Discovery Schedule
(See Device Discovery Schedule on page 6-52)

Device Resync Schedule
(See Device Resync Schedule on page 6-52)

Class Manager
(See Class Manager on page 6-56)

Locations
(See Locations on page 6-58)

Vendors
(See Vendors on page 6-61)

Multicast Settings
VLAN Settings

Priority Queue Settings
MAC Filter Settings

Julv 2002
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6. Config Menu

Config Components

Configuration features consist of a number of device management capabilities to
oversee network operations.

The Config (Configuration) menu functions launch the various configuration
managers, including the Managed Object Manager (MOM), Topology Viewer, Data
Collection scheduler, Discovery Scheduler, Location Manager, Vendor Manager,
and Multicast, VLAN, Priority Queue, and MAC Filter settings.
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Managed Objects

The Managed Object Manager (MOM) provides StormTracker EMS’s object
management functions. The Managed Object Manager lets you view
device-specific information, both general (nhame, description, location) and
technical (IP address, vendor, model). In addition, the Managed Object Manager
provides the facilities to define alternate behavior for an object, thereby overriding
that object’s Event Template settings. This ensures that events for an object
automatically generate a log entry, trigger an alarm, or send an e-mail.

Managed Object M anager

FMS-A2-GR20-00

The Managed Object Manager is used to manage components of the
BitStorm 1900 and 2400. To access the Managed Object Manager, select

Managed Object Manager from the Config menu.

E%'Managed Object Manager

® Class All Equipment

U wew |

) Name

B G002KEMS.172.30.5.244

- 'i.‘ﬁ BitStorm-1900-(172.30.1.27)
- 'i.‘ﬁ BitStorm-1900-(172.30.5.101)

i

PARADYNE

Map

Figure6-1. Managed Object M anager

This Manager uses a tree view. Note that managed objects are categorized by the
top-level component; a port on a slot, for example, is displayed under the Slot type
and not the Port type. To access a subcomponent of an object, select the node or

double-click the object.

Julv 2002
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Creating, Editing or Deleting a Managed Object

To edit an existing object, select the object and click on Edit. To create a new
managed object, click on New (or press Alt-N). Either action displays the
Managed Object Editor, which is detailed in the pages that follow.To delete an
existing object, select the object and click on Delete.

Although objects can be manually created, the preferred method for adding
objects to the Managed Object Manager is Device Discovery Wizard on
page 6-48.

Importing and Exporting

Files may be imported or exported from this manager by clicking either button,
then locating specified files.

Moving Managed Objects

There may be occasions when devices are not correctly categorized. You can
move these to another category by selecting the object and clicking Move.

Displaying the Physical View of a Managed Object

Select a device from the Managed Object Manager, then click on Physical
View to display the Physical Topology Viewer for that object.

Copying Managed Objects

Highlight the Managed Object you wish to copy and click on Copy (or press
Alt-C), or right-click on the object and select Copy from the resulting pop-up
menu. This function lets you copy the configuration of a managed object to a
new object. The new object must be given a unique name.

Mapping Managed Objects

This function displays the Logical Topology map, centered on the selected
object.

Viewing the Data History of Managed Objects

This function lets you view object data value changes within a networked
environment. Highlight the Managed Object whose history you need to review
and select View Data History (or press Alt-V), or right-click on the object and
select View Data History from the resulting pop-up menu.

Accessing M anaged Objects

The sections that follow detail the management functions of each BitStorm 1900
and 2400 discovered in your network.
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BitStorm 1900

FMS-A2-GR20-00

The BitStorm tab displays information related to the selected device,
i.e., multiplexer, MIU, modem. Select the BitStorm device from the Managed

Object Manager, then click on Edit to access settings.

[&3BitStorm-1900-(172.30.1.27) (Elastic.BitStorm1900) ) x|
|[BitStorm 1900 | Device | General | Behavior [icon |Physical |Availability | Service Details

[_] Video Protect Mode Enable

[] CO Modem Trap Enable

[_] CPE Modem Trap Enable

[C] Reset Shelf

Configure Multicast: Go... |

Configure Priority Queuing: Go... |

Configure WLAN: Go... |

Configure MAC Filters: Go... |

Upgrade Firmware: Go... |
PARADYNE ok | cancer || anny |

Figure6-2. BitStorm 1900

The fields in the BitStorm tab are as follows:

Field

Description

Video Protect Mode Enable

Prioritizes downstream packets for video. When disabled,
upstream and downstream speed is equal.

CO Modem Trap Enable

Sets the trap for CO modems associated with selected

device.

CPE Modem Trap Enable

Sets the trap for CPE modems associated with selected

device.

Reset Shelf

Resets Shelf settings.

Julv 2002
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m  Configure Multicast

Enables multicast for shelf and port settings for 6306 and 10306 CO modem
cards in the BitStorm 1900 and CPE modems in the BitStorm 2400.

NOTE:

Multicast is not supported for CPE modems in the BitStorm 1900 or CO
modems in the BitStorm 2400 using this version of StormTracker EMS.

The shelf tab enables the multicast functionality and allows you to set time
parameters. Edit as necessary, then click on Apply to save settings. Click on
Reload to return to original settings.

E{i’%Multicast- BitStorm-1900-{172.30.5.101) : x|
Set Multicast For: | Shelf and COModems v |
Dievice Enable |GQuick Guery Response Ti..| Mumber of Guick Queries | Client Delay

BitStorm-1900-(172.3) [ 1 1 1

Faort-1/1 [v] 1 1 1

Paort-1/2 [v] 1 1 1

Port-1/3 [ 1 1 1

Part-174 1 1 1 1

Part-1/5 1 1 1 1

Faort-1/6 1 1 1 1

Fort-5:1 1 1 1 1

Fort-5/2 1 1 1 1

Paort-5/3 1 1 1 1

Paort-5/4 [v] 1 1 1

Port-5i5 [ 1 1 1

Port-5i6 [ 1 1 1

Fort-7i1 1 1 1 1

Part-7i2 1 1 1 1 |
Port7i [1 1 1 1 x

PARﬁDYNE | ok || cancel || RotateTable || Retoad | appy |

Figure6-3. Multicast Configuration

P> Procedure

The Port tab allows you to enable ports in groups of three, i.e., ports 1-3 are
enabled/disabled as a group, as are ports 4-6, 7-9, etc.

1. Select Enable where appropriate.

2. Click on Apply to save settings.
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Configure Priority Queuing

The priority queuing function lets you assign low and high priority queues to
packets. High-priority queue packets are given priority over low-priority queue
packets. When traffic levels exceed queue capacity, new packets are dropped.

NOTE:

Priority Queuing for CPE modems is not supported in this release of
StormTracker EMS.

E%’,Prinrity Queues - BitStorm-1900-{172.30.5.101) ﬂ
Set Priority Gueue For:

Priority Quene | Default [Enab] o [ 1 [ 2 | 3 | 4 [ & | & [ 7 |
Part-1/1 0 [w] L L L L H H H H
Part-1/2 0 [w] L L L L H H H H
Por-1/3 0 [ L L L L H H H H
Fort-1/4 0 [v] L L L L H H H H
Fort-1/5 0 [v] L L L L H H H H J[E
For-1/6 0 [¥] L L L L H H H H
Part-5/1 0 [w] L L L L H H H H
Part-5/2 0 [ L L L L H H H H
Fort-5/3 0 [v] L L L L H H H H
Fort-5/4 0 [v] L L L L H H H H
For-5/5 0 [¥] L L L L H H H H
Part-5/6 0 [w] L L L L H H H H
Part-711 0 [w] L L L L H H H H |+

Set Priority: Priority:| 0 - Class:| L (Low) =4 |
PARﬁDYNE| 0K || Cancel H Rotate Table || Reload H Apphy |

Figure6-4.  Priority Queues

P Procedure

To configure priority queuing:

1.

2
3.
4

o

Select Priority Queuing from the Config menu.

. Select a BitStorm multiplexer shelf from the Managed Object Manager.

Click on Edit. This displays the BitStorm tab.

. Click the Configure Priority Queuing Go button. This displays the Priority

Queues screen.
Select the Queue Enabled checkbox.

Place cursor in each port field, then select Low or High from the drop-down
menu.

Select a default priority setting from the drop-down menu (Tags 0-3 are
low-priority, tags 4—7 are high-priority).

Click on Apply when finished.
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m Configure VLAN - BitStorm 1900

Enables you to create and edit a VLAN, setting membership access on a
port-by-port basis. For the BitStorm 1900, the setting for Accept Frames is

l(All.”
EE3vLAN - BitStorm-1900-{172.17.3.186) x|
WLAN | Portzin | Portziz | Port3iz | Portaid | Portzis | Port36 |
Enable Ingress Filter [} [ 1 1 [l [l
PYiD 2 1 1 1 1 1
wocept Frames All All All All All All

Ciefault WLAN Marme 1 (1) M+ M+ M+ M+ M+ M+
Default YLAMN Name 2 (2 - - - - -
Drefault WYLAN Mame 3 (3)

[ IC

MNew... | Delete... | Rename... | M=Member; U=Untagged; F=Forbidden

PARﬁDYNE | OK || Cancel || Rotate Tahle || Reload || Apply |

Figure6-5. VLAN Configuration — BitStorm 1900

P Procedure
To create a new VLAN:

1. Click on New.

2. Enter a name in the VLAN field (the name can be changed by highlighting the
field and re-entering a new name).
P> Procedure

To set VLAN Membership:
1. Place cursor in each port field that requires a membership setting.

2. Select a membership option from the drop-down menu:

M = Member
U = Untagged
F = Forbidden
— =Ignored

3. Click on Apply to save settings.
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m Configure VLAN - BitStorm 2400

Enables you to create and edit a VLAN, setting membership access on a

port-by-port basis.

[E3 ¥LAN - BitStorm 2400 Stack-{172.30.24.102)

[WLaNSs | Port Options |

YLAMID | Secure | Mame | Pot1d | Port1i2 Paort 1/3 Port1id | F
1 ] Ciefault L ] I L
2 vl hiarietta [ - - -

NewVLAN.. | Deletevians.. | M=Member; U=Untagged; F=Forbidden

PAR?A&DYNE | ok || cancel | Rewoad || appy || Hen |

Figure6-6. VLAN Configuration — BitStorm 2400

P> Procedure

To create a new VLAN:

1. Click on New VLAN.

Mew Static ¥LAN
YLAN Hame: | |
VLAN ID: [_] Secure
Ports" Membership: | - - |

0K Cancel
Tulv 2002
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6-10

2. Enter a name in the VLAN Name field (the name can be changed by
highlighting the field and re-entering a new name).

Assign an ID.
Select Secure, if necessary.
Select Port Membership from the drop-down menu.

3. Click on OK when finished.

P Procedure

To set a VLAN parameters:

1. Select the VLANS tab.

E%%ULI\N - BitStorm 2400 Stack-{172.30.24.102)
[WLANs [ Port Options |
VLAMID | Secure | Mame | Port171 | Port1iz Port1/3 Pot1/4 | F
1 ¥ Default u u u u
2 v Marietta il - -
4B = [»
NewVLAN.. | DeleteviaNs... | M=Member; U=Untagged; F=Forbidden
PARADYNE [ ox | cocn [ et |[ o | o
Figure6-7. VLANsTab

2. Edit the following as necessary:

— Secure: Select to secure VLAN.

— Port: Click in cell to access drop-down menu for membershop options.

3. Click on OK when finished.

Tulv 2002
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4. Select the Ports Options tab.

E"ggb'LAN - BitStorm 2400 Stack-(172.30.24.102)
(VLANs | Port Options |
Port Enahle Ingress Filtering Accept Frames Pwid |
Port 111 vl Al 2 -
Port 112 [ Al 1
Port1/3 ] Al 1
Port 114 [ Al 1
Fort 115 [ Al 1
Port 1/6 ] All 1
Port 117 [ Al 1
Port 1i8 [ Al 1
Port 118 ] All 1
Port1/10 [ Al 1
Port 1111 ] Al 1
Port1/12 [ Al 1
Port1/13 [ Al 1
Port1/14 ] All 1
Port1/15 [ Al 1
Port 1116 [ Al 1
Port 1117 ] All 1
Paort 1118 [ Al 1 <
NewVLAN.. | DeleteViANs.. | M-Member; i-Untagged; F=Forbidden
PARADYNE [ o [ cocet | Rewan || ooy || rew |

Figure6-8. Port Options Tab

5. Edit the following as necessary:
— Enable Ingress Filtering: Select to enable Ingress Filtering.

6. Click on Apply to save, then OK to exit.
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m  MAC Filter Settings

Enables you to specify which packets from a select set of MAC addresses can
pass through to the BitStorm 1900 or 2400.

[EZmac Filtering - BitStorm-1900-(172.30.25.2) x|
MAC Address | Port1sr | Port1/z | Port1iz | Portid | Port1is | Port1E |
11:22:33:44:5566 [ [ [ ] [ [

1 BB

New.. | Delete. | Deletean |

PARﬁDYNE | OK || cancel || Rotate Table || Reload || Apply |

Figure6-9. MAC Filtering

P> Procedure

To create a new MAC filter setting:

1. Select MAC Filter Settings from the Config menu. The device selection
window displays.

2. Select a BitStorm shelf you want to set MAC filters to, then click on OK to
display the MAC Filtering window.

3. Click on New.
4. Enter MAC address when prompted, click on OK.

5. The MAC Filtering table lists all MAC addresses being filtered. For each MAC
address, select the ports where packets from the MAC address are allowed to
pass through, or deselect those ports where packets should be dropped.

NOTE:

MAC address filtering operates on a per-CPU basis. Therefore, all ports reflect
changes made to any given port on a CPU.
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P Procedure

To delete a MAC filter setting:

1. From the MAC Filter window, click on Delete. This displays the Remove MAC
Address window.

2. Select MAC address, then click on OK to delete.

FMS-A2-GR20-00 Tulv 2002 A-13
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®m  Upgrade Firmware

Enables you to download firmware for a select device. This feature can also be
accessed from the Downloader option under the Device menu.

P> Procedure

To upgrade firmware:

1. Click on the corresponding Go button from the BitStorm window.

2. Select the Select Firmware Files tab.

3. Click on Add to add a new file local to the machine running Downloader.
4. Check the corresponding checkboxes, then click on Download.
5

. Select the Select Devices to Update tab. The following screen appears:

k-4 StormTracker EMS Downloader o ] B34

ﬁ. Select Firmware Files |’2. Select Devices to Update |/3. Download |

Select MIU devices to update: Add MIU address range:
Select| MU Address | FMY Yersion Al | || | to | | o
0 [17230252 727

Hone |
Discover Modems From &1 MIU's |

| Discover Modems From Selected MIU's |

Select CO modems to update: Select CPE modems to update:
Select C0O Modem Address | Type FAdi Wersion Select| CPE Modem Address ¥ Type FMY Yersion

Al None Al None |

[v] Auto-select all modems in the same COICPE group

Elastic Networks StormTracker EMS Save All Settings | Close |
Downloader Yersion 2.1.5

Figure6-10. Select Devicesto Update

6. Select the corresponding checkboxes for the devices you wish to update.
7. Select the Download tab.

8. Click on Start to begin downloading firmware.
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Device

The Device tab displays information unique to the device and its deployment within
the network.

[E3BitStorm-1900-(172.30.1.27) (Elastic.BitStorm1900) |

Host Name: (172.30.1.27

IP Address: 172 30.1.27
Administration Port: |161
SHMP Read Community: (puhblic
SHMP Write Community: |public
SHMP SysObjectlD: |1.3.6.1.4.1.3855.3.1
SHNMP Port: (161
SHMP Version: | v1 hd

Vendor:

Model: |BitStorm 1900
Serial Number:
Software Version: [ELASHELF ATE_fix 0z2_00_10

PARADYNE _ox | cancer || moow |

Figure6-11. BitStorm 1900 — Device

The fields within the Device tab are as follows:

Field Description

Host Name Usually defined as the node name, but can be set to any
value.

IP Address IP address of the object.

Administration Port The port to query the device; the default is 23 (Telnet).

SNMP Read Community | SNMP Read Community of the object. Valid entries are:
public, private.

SNMP Write Community | SNMP Write Community of the object. Valid entries are:
public, private.
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Field Description

SNMP sysUp Time Length of time since the device was restarted.
Vendor Vendor contact of device.

Model Model of device.

Serial Number Serial number of device.

Software Version Software version number of device.
General

The General tab displays descriptive information for managed objects and
associates them with a location and a contact.

Hame: [BitStorm-1900-(172.30.1.27)

BitStarm MIL <ELASHELF ATE_fix
2002, 10:11:54.

02_00_10=. Firrmweare built on Mar 20 |-~
>

Description:
< [*]
Administrative State: | Unlocked -
Operational State: | Enabled -
Location:| 4
Contact:| 4

Installed Date:
Created: |05/30/2002 11:52
Creator: |StormTracker EMS

PARADYNE o | cumn |[_oom |

Figure6-12. BitStorm 1900 — General
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The fields in the General tab are as follows:

Field Description
Name The name of the managed object; this name must be unique.
Description A description of the managed object.

Administrative
State

One of three values, selected from a drop-down menu, defining how
the object can be used. The options are:

m Locked: Device is currently prohibited from use.
m Shutting Down: Device use is permitted only to existing users.

m Unlocked: Normal use of device is permitted.

Operational One of four possible values, selected from a drop-down menu,
State describing the availability of the managed object. The options are:
m Disabled: Device is inoperable because of a fault, or resources
are unavailable.
m Enabled: Device is operable and available for use.
m Active: Device is operable and currently in use with operating
capacity available to support further services.
m Busy: Device is operable and currently in use with no operating
capacity to spare.
Location Location of object, used for Geographic Topology.
Contact Primary contact for object.

Installed Date

Date object was installed.

Created Read-only field indicating the Date/Time the managed object was
created.
Creator Read-only field indicating the user who created the managed object.
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Behavior

In certain circumstances, you need to assign unique behaviors to specific objects.
The Behavior tab, shown below, lets you accomplish this by letting you specify an
override for the object's Event Template Behavior.

E23 Bit Storm-1900-(172.30.1.27) (Elastic.BitStorm1900) |

[ BitStorm 1900 [Device | General |[Behavior [licon |[Physical [ Availability [ Service Details

Alarim Severity:

[C] Owerride Event Template Behavior

Log Events

Generate Alarm

Automatically Send Email

Forward Event

PARADYNE o || cment || on

Figure6-13. BitStorm 1900 — Behavior

The fields in the Behavior tab are as follows:

Field

Description

Override Event
Template
Behavior

Utilizes the behaviors specified on this tab for this particular object,
instead of the behaviors specified in the Event Template. You can use
this check box to turn a set of behaviors on and off as needed.

Log Events

Select this option to write all incoming events for this object to the log
file specified in System Settings.

Generate Alarm

This option causes an alarm to be generated for all incoming events
for this object.

Automatically
Send Email

This option sends an e-mail message for every incoming event for
this object. The e-mail is sent to the Address of those recipients
defined through the Email Recipients dialog.

6-18
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Field Description

Email Recipients | Click on this button to display the Email Recipients dialog. This dialog
lets you define the people to whom e-mail is sent whenever an event
is generated by this object, if the Generate Alarm option has been
selected.

Select recipients from the Available panel and click on the right
bracket (>) to move them into the Selected panel. You can click on the
double-right bracket (>>) to move all the names from the Available
panel to the Selected panel. Move names out of the Selected panel in
the same manner, using the left (<) or double-left (<<) brackets.

Forward Event This option forwards all events received for this object, using the
specified settings. These settings are:

m Forward Host: The IP address/hostname where this event is
forwarded.

®m Community: Public or Private; the default is Public.
m Port: The port where this event is forwarded; the default is 161.

CAUTION: Contact your administrator prior to changing this
setting.

Ilcon

The Icon tab lets you associate each Managed Object with an icon. Select an icon
from the list displayed in this tab and click on OK.

Physical

The Physical tab displays the physical location within a multiplexer (this tab does
not apply to the multiplexer itself) such as a slot within a BitStorm unit.

Availability

The Availability tab displays a chart of the selected Managed Object’s availability
during a specified time period.

Service Details

The Service Details tab displays Groups, Subscribers, Services, and Links
associated with the selected device. The information on this tab is read-only and
cannot be modified.
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BitStorm MU

The BitStorm MIU panel displays information related to the MIU devices within
each BitStorm unit in your network.

General

The General tab displays settings for the MIU.

&3 BitStorm-MIU (Elastic.BitStormMIUY

BitStorm-miL

Figure 6-14. MIU — General
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The fields in the General tab are as follows:

Field Description
Name The name of the managed object; this name must be unique.
Description A description of the managed object.

Administrative State

One of three values, selected from a drop-down menu, defining
how the object can be used. The options are:

Locked

Device is currently prohibited from use.

Shutting Down

Device use is permitted only to existing users.

Unlocked

Normal use of device is permitted.

Operational State

One of four possible values, selected from a drop-down menu,
describing the availability of the managed object. The options
are:

m Disabled: Device is inoperable because of a fault, or
resources are unavailable.

m Enabled: Device is operable and available for use.

B Active: Device is operable and currently in use with operating
capacity available to support further services.

m Busy: Device is operable and currently in use with no
operating capacity to spare.

Location

Location of object, used for Geographic Topology.

Contact

Primary contact for object.

Installed Date

Date object was installed.

Created Read-only field indicating the Date/Time the managed object was
created.
Creator Read-only field indicating the user who created the managed

object.
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Behavior

The Behavior tab includes options for overriding the system event template.

25 Bitstorm-MIU (Elastic.BitStormMIU)

v

Figure 6-15. MIU —Behavior
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The fields in the Behavior tab are as follows:

Field

Description

Override Event Template
Behavior

Check this box to enable alarm notification features.

Log Events

Specifies that MIU events be written to a log file.

Generate Alarm

Generates an alarm when an MIU event is received.

Alarm Severity

Specifies severity of event (Information, Indeterminate,
Warning, Minor, Major, or Critical).

Automatically Send Email

Sends email to recipients from the selection dialog.

Forward Event

Specifies that the event be forwarded to the specified host,
using the default or specified community and port settings.

Forward Host

Specifies the IP address of the host to which the event is
forwarded.

Port

Specifies the port to which the event is forwarded.

Ilcon

The Icon tab lets you associate each MIU with an icon. Select an icon from the list
displayed in this tab and click on OK.

Physical

The Physical tab displays the physical location (slot number) of the MIU in the

BitStorm multiplexer shelf.
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Availability

The Availability tab displays a chart of the selected Managed Object’s availability
during a specified time period.

B2 Bitstorm-1900-(172.30.5.101] x|
[BitStorm 1900 [Device [General [Behavior [icon [Physical | Availability [Senvice Details

View Type:(Bar - | Choose criteria for report and then select Run button

100

fu}

20

70

[]u}

a0

40

an

20

[v] From: ’M”: @@@ M%

[l To:  [srzirzo0z E:@:@ pm - %
Period Hours: ’24— Minutes: ’D— Run

PAMDYNE | ok || cancet || appy |

Figure 6-16. MIU — Availability

P Procedure

To establish availability:
1. Select or enter the following:
— View Type: Select the type of chart to generate: Area, Bar, or Plot.
— From: Specify a beginning date and time.
— To: Specify an end date and time.
— Period: Enter a report in hours and minutes.

2. Click on Run to generate the chart.
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Service Details

The Service Details tab displays Groups, Subscribers, Services, Links, and Orders
associated with the selected device. The information on this tab is read-only and
cannot be modified.

[Z3BitStorm-1900-{172.30.5.101) {Elastic.BitStorm 1900}

| Mame [ Descripton |

=
e == | |

Figure 6-17. MIU — Service Details
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Slot Modem Cards

The BitStorm modem card window displays the model number in the title and
modem parameter throughout the panel selections. Adjust settings in each tab as
necessary, then click on Apply. Click on OK to exit.

Port Configuration

The Configuration tab displays settings for the selected CO modem port. Click on
Rotate to redistribute information in columns. Select an interval time to reload new

data.
EgaSlot—l—(EIastic.BitStorml0305) {Elastic.BitStorm10306) . il
Fort-11 FPort-172 Fort-113 Fort-174 Fort-115 For-1/6
Ifndex 4 ] 4] g ] 10
Firmware Rewv. 04_01_045 04_01_05 04_01_045 04_01_05 04_01_045 04_01_045
hodem Rev. jqululu] 2000 jqululu] 2000 jqululu] 2000
hModem BTEQ Rev. jqujulu] 2000 jqujulu] 2000 jqujulu] 2000
Current Modulation QAME4 QAME 4 QAME4 QAME 4 QAME4 QAME 4
Speed Count 36 36 36 36 36 36
Speed Table View | View ] View | View ] View | View
Training Delay (sec.) 1000 1000 1000 1000 1000 1000
Enable Traps v v v [v] v [v]
Block Broadcast [ [ [ [ ] [
Port Details View | View | View | View | View | View
CPE Link - -- - -- - --
CPE Modem Configuration Edit | Edit | Edit | Edit | Edit | Edit

| Rotate || Reload |DRBInadevery: 10 | seconds

PARADYNE ox || cancat || oo |

Figure6-18. Slot —Port Configuration

R-26 Tulv 2002 FMS-A2-GR20-0N



6. Config Menu

FMS-A2-GR20-00

The fields in the Port Configuration tab are as follows:

Field

Description

IfiIndex

SNMP value defined by MIB.

Firmware Rev.

Version of firmware loaded for the modem.

Modem Rev. Revision number of modem board.

Modem BTEQ BTEQ version of modem board.

Rev.

Current Measured using QAM/QPSK speed values.
Modulation

Speed Count

Automatically calculated based on speed and modulation.

Speed Table

Click to view transmit/receive speeds.

Training Delay

Delay incurred by training sequence when data connection is
established.

Enable Traps

Select to enable traps sets for modem events, or deselect to disable
traps.

Block Broadcast

Blocks broadcast over network to enable unicast communication.

Configuration

Port Details Click to bring up information in the General, Behavior, Icon, Physical,
Availability, and Service Details tabs.

CPE Link “Up” indicates the CPE modem is operating, dashes indicate there is
no connection.

CPE Modem Displays parameters for CPE modem, the traffic classes field may be

edited as needed.
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General
Field Description
Name The name of the managed object; this name must be unique.
Description A description of the managed object.

Administrative
State

One of three values, selected from a drop-down menu, defining how
the object can be used. The options are:

Locked

Device is currently prohibited from use.

Shutting Down

Device use is permitted only to existing users.

Unlocked

Normal use of device is permitted.

Operational
State

One of four possible values, selected from a drop-down menu,
describing the availability of the managed object. The options are:

m Disabled: Device is inoperable because of a fault, or resources
are unavailable.

m Enabled: Device is operable and available for use.

m Active: Device is operable and currently in use with operating
capacity available to support further services.

m Busy: Device is operable and currently in use with no operating
capacity to spare.

Location

Location of object, used for Geographic Topology.

Contact

Primary contact for object.

Installed Date

Date object was installed.

Created Read-only field indicating the Date/Time the managed object was
created.
Creator Read-only field indicating the user who created the managed object.
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Behavior

Field Description

Override Event Check this box to enable alarm notification features.
Template

Behavior

Log Events Specifies that MIU events be written to a log file.

Generate Alarm

Generates an alarm when an MIU event is received.

Alarm Severity

Specifies severity of event (Information, Indeterminate, Warning,
Minor, Major, or Critical).

Automatically
Send Email

Sends email to recipients from the selection dialog.

Forward Event

Specifies that the event be forwarded to the specified host, using the
default or specified community and port settings.

Forward Host

Specifies the IP address of the host to which the event is forwarded.

Icon Represent an association.

Port Specifies the port to which the event is forwarded.

Physical Represents the physical location in the unit.

Availability Displays a chart of the selected Managed Object’s availability during

a specified time period.

Service Details

Displays Groups, Subscribers, Services, and Links associated with
the selected device. The information on this tab is read-only and
cannot be modified.
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Spectrum Manager

The Spectrum Manager tab displays information related to other detected services
coexisting with EtherLoop™ in the same binder. Click on Rotate to redistribute
information in columns. Select an interval time to reload new data.

:g Slot-1-{Elastic.BitStorm10306) {Elastic BitStorm 10306}

Ifindex

Enable Internal Logaing

hode native native native
akeup Interval for Detection 10 10 10

Detected Service modexCommand modexCommand modexCommand

Fecent Action didrothing didrothing didrothing

CFPE Modem

Figure 6-19. Slot — Spectrum M anager

6-30 Tulv 2002 FMS-A2-GR20-0N



6. Config Menu

The fields in the Spectrum Manager tab are as follows:

Field Description

Ifindex SNMP value defined by MIB.

Enable Internal Logging Logs internal information directly to the modem.

Mode Sets one of the selected protection modes:

® Monitor: Monitors for interference, but does not protect
against it

m Auto-Protect: Protects EtherLoop when asymmetrical
services are detected and reports these interferences

m Force-Protect: Continuously protects EtherLoop from
asymmetrical services (even when not detected)

® Native: Minimum protection/monitoring provided

Wakeup Interval for Schedule (in seconds) for monitoring or detecting services
Detection in the binder.

Detected Service Service detected that may cause potential interference.
Recent Action Action taken based on what other services were detected.
CPE Modem Redisplays all options listed above.
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Port Statistics

BitStorm 1900.

The Port Statistics tab displays parameters for CO modems within the

Eg_;’,ﬂ'5Iot-3-(EIastic.Bit5torm10306) (Elastic_BitStorm10306) x|
Port-341 Port-3/2 Port-3r3 Fort:
Ifindex 17 18 19 2
Physical Address 00:30:52:04:C2A1 | 00:30:52:04:02:41 | 00:30:52:04:C2:A1 | 00:30052:
Current T4 Speed - - -- --
Current R Speed -- -- -- --
Up Time (D:H:M:5) 9:08:40:02 9:08:40:02 9:08:40:02 9:08:4
Thearetical T Speed 124 125 135 12
Theoretical RX Speed 125 125 125 12
Wax T Training Speed - - - -
M ax RX Training Speed -- - -- --
Lacal LQF a a a a
Remote LQF 1] 1] 1] 1]
Free Buffer Count 1628 1628 1628 16
Apparent Distance a a 1] a
bdmin Status Up [ [v] [ v
Operational Status Dionien Lp Dowvn U
In Octets a a a a
In Discards a a 1] a
In Errars a a a a
Out Octets 1] 1] 1] 1]
Cut Errors 1] 1] 1] 1]
Clear Statistics Clear How J Clear How J Clear Now | Clear
CPE Modem Statistics Edit | Edit | Edit | Ed
[»

| hntate| | | Reload | [ Reloadevery: |10 ~ | seconds

PARADYNE o | comee |

Figure6-20. Slot —Port Statistics
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The fields in the Port Statistics tab are as follows:

Field

Description

IfiIndex

SNMP value defined by MIB.

Physical Address

Modem MAC Address.

Current TX Speed

Modem transmit speed.

Current RX Speed

Modem receive speed.

Up Time

Duration of modem connection.

Theoretical TX Speed

Theoretical maximum transmit speed.

Theoretical RX Speed

Theoretical maximum receive speed.

Max TX Training Speed

Actual transmit speed.

Max RX Training Speed

Actual receive speed.

Local LQF

Local line quality factor on a scale of 100.

Remote LQF

Remote line quality factor on a scale of 100.

Free Buffer Count

Available storage for data to compensate for differences in
transmission speeds or timing.

Apparent Distance

Estimate of distance between CO and CPE modem to the
nearest 1000 feet (displayed in Kft).

Admin Status Up

The only field that may be edited, allows you to set admin
status.

Operational Status

Displays Up or Down status for corresponding port.

In Octets

Received octets.

In Discards

Received discards.

In Errors

Received errors.

Out Octets

Transmitted octets.

Out Errors

Transmitted errors.

Clear Statistics

Click on Clear Now to reset.

CPE Modem Statistics

Clear Edit to review same information as listed above for the
corresponding CPE modems.

FMS-A2-GR20-00
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The BitStorm 2400 tabs vary from the BitStorm 1900. The following sections

describe functions managed within the BitStorm 2400.

Environment

The environment settings include temperature, voltage, signal status, and other

physical states of the BitStorm device.

Environmental settings are displayed in this window. The white fields are enabled

for editing.

[%i BitStorm-2400-5tack-{172.17.3.228) (Elastic.bsZ24.M0.BitstormStack)

[[Environment | Settings | Switch Info |Device | General |Behavior [icon |Physical |Availability | Service Details |

[ Unit-1 [
Unit 1D = =
Init Type 2
Init Desc. Systern Shelf Unit.
Temperature YWarning ]
High Temperature Warning ]
Low Fan Speed 'Warning ]
Power Rail Out of Spec [v]
BhE WAN Loss of Signal [
hE WAN2 Loss of Signal [
Temp. Description - Sensor 1 Switch Card Left Inlet
Temp. (C)- Sensor 1 32
Temp (&) YWarn Threshold - Sensor 1 a0
Temp (&) High Threshold - Sensor 1 100
Temp. Description - Sensor 2 Switch Card Modem F
Temp. (C) - Sensor 2 33
Temp (&) YWarn Threshold - Sensor 2 a0
Temp (&) High Threshold - Sensor 2 100
Temp. Description - Sensor 3 Interface Card Modem
Temp. (C) - Sensor 3 40
Temp (&) Warn Threshold - Sensor 3 a0
Temp (&) High Threshold - Sensor 3 100
Temp. Description - Sensor 4 Interface Card Right In
Temp. (C) - Sensord 30
Temp (&) Warn Threshold - Sensor 4 a0
Temp (&) High Threshold - Sensor 4 100
Temp. Description - Sensor 5 Interface Card Right 5
Temp. (C) - Sensors 33
Temp (&) YWarn Threshold - Sensor 8 a0
Temp (&) High Threshold - Sensor & 100
Temp. Description - Sensor 6 --
Temp. (C) - Sensorf -- —|
Toran (0% Wiarn Thrachaold - Sancor B x
| Rotate | | Reload | [ Reloadevery: |10 | seconds

PARADYNE [ o [[[ cancer [ aoow |

Figure6-21. BitStorm 2400 — Environment
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Settings

The Settings tab includes information related to traps.

E‘%ﬂ. Bitstorm-2400-Stack-{172.17.3.228) (Elastic.bs24.M0.BitStormStack)

BitStorm 2400
Off
All

Motification Interval {sec.)
Reset Unit

Figure 6-22. BitStorm 2400 — Settings
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Switch Info

:%BitStorm—Zail]l]—Stack—(l 72.17.3.228) (Elastic.bs24.M0.BitStorm5Stack)

hIB hajorversion

MIB Minorversion

Boot S\ hMajor version

Boot S Minor version

Application S Major version

Application S Minor version

SHMP Security

Spanning Tree

Setial Port Baud Rate

Reset

Send Test Trap

Figure 6-23. BitStorm 2400 — Switch Info

Julv 2002

The Switch Info tab includes device IP addresses, SNMP information, and
protocols.
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Device

The Device tab displays information unique to the device and its deployment within
the network.

Icon

The Icon tab lets you associate each Managed Object with an icon. Select an icon
from the list displayed in this tab and click on OK.

Physical

The Physical tab displays the physical location within a multiplexer (this tab does
not apply to the multiplexer itself) such as a slot within a BitStorm unit.

Availability

The Availability tab displays a chart of the selected Managed Object’s availability
during a specified time period.

Service Details

The Service Details tab displays Groups, Subscribers, Services, and Links
associated with the selected device. The information on this tab is read-only and
cannot be modified.
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Geographic Topology

A-38

The Geographic and Logical Topology functions provide a visual representation of
the geographical and logical placement of managed objects, as well as their
hierarchical relationships. Physical Topology provides you with a representation of
the actual device and any components that may reside within. The Topology
viewers let you view and monitor network devices, as well as respond to network
alarms.

Select Geographic Topology from the Config menu to display the Geographical
Topology Viewer. This viewer initially displays the Top Level geographic map of the
organizational hub. The locations and associated devices within the hub are
mapped based on all or part of the organization’s network configuration.

Bd Geographical Topology Viewer - Top Level ;IEI.)S!
[ i Lok i ™ =)

L l Z
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| 1 l\ ] |
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[

[*]

| Refresh || adduink || oack Filters... || Close || Hep |

PARADYNE
Figure 6-24. Geographic Topology Viewer
The Top Level of the Geographic Topology viewer provides access to specific
geographic locations. To access any of these locations, double-click the

associated icon or right-click within the icon and select Open from the resulting
pop-up menu.
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Geographic Topology Viewer Options

Right-click on any object displayed within the Geographic Topology Viewer to
access the pop-up menu. The functions within this menu are as follows:

Option

Description

Drill

Opens the next lower level of the topology map in the same window.

Alarms

Opens the Alarm Window and displays the alarms (if any) associated
with the current device.

Logical
Topology

Opens the Logical Topology Viewer and displays the associated
Managed Objects, Contacts, Vendors, Locations, and Physical Links
between managed objects and network devices.

Open

Opens the next lower level of the topology map in a new window; the
lowest level is the device level.

Edit

Displays the Location Editor for the selected object.

Zoom In

Increases the current viewing scale.

Zoom Out

Decreases the current viewing scale.

Network Topology Viewers

Both the Geographical and Logical Topology Viewer feature the following options,
available through buttons at the bottom of the viewer:

Option

Description

Refresh

Reinitializes the view of the current window.

Reorder

Recalculates the layout of the entities within the window using
available data.

Add

Allows the user to add additional Locations, Managed Objects,
Vendors, and Contacts. To add an entity, click on this button and
select an entity from the resulting pop-up menu.

Add Link

Activates Link mode. The cursor turns into a cross-hair to indicate
that Link mode is active. Click and drag from one object to another to
create a link between them.

Options

Displays the Spring Layout settings panel for adjusting the viewer
linked objects visual expansion.

Filters

Allows user to modify what filtered network entities will be displayed.

Close

Closes the current window.

FMS-A2-GR20-00
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Editing a Managed Obj ect

This function is used to display the Edit Device tab for managing a specific device
or set of devices within the network configuration of a site. To access, right-click
and select Edit on the local device you want to review or change.

Viewing Object Alarms

L ogical Topology

6-40

Right-click on any managed object icon to display the Alarm Window and any
outstanding alarms associated with the device. From the Alarm window, you can
acknowledge and/or clear the alarms as well as attend to any other alarm
management tasks.

The Logical Topology Viewer lets you display, organize, and manage devices and
objects within the network configuration. Additionally it is used to maintain all
Managed Objects, Contacts, Vendors, Locations, and Physical Links information
between devices.

To display the Logical To